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1. Executive summary

. Executive summary

This month, the CERT aDvens presents three noteworthy vulnerabilities, in addition to those already published.
Intwo articles, CERT analysts present :

- Ananalysis of the KoreanSpritz implant used by the LAZARUS APT.
- Anoverview of the activities of hacktivist groups.
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2.Vulnerabilities

2. \/ulnerabilities

2.1. CVE-2024-4885

Summoning Team’s security researcher Sina Kheirkhah discovered a vulnerability (CVE-2024-4885) in Progress WhatsUp Gold in
April 2024. This flaw was patched by the vendor in its June 2024 advisory. Attempts to exploit this vulnerability were subsequently
observed by the Shadowserver Foundation starting on 1T August 2024.

Exploited
EPSS Remote c%de execution POC

Y o35 W
[ ]

CRITICAL

An improper file extension validation in the WhatsUp.ExportUtilities.Export.GetFileWithoutZip function of Progress WhatsUp Gold
allows an unauthenticated attacker, by sending specially crafted HTTP requests, to upload a malicious script and execute it with
iisapppoollnmconsole privileges.

2.1.1. Type of vulnerability

« CWE-22: Improper Limitation of a Pathname to a Restricted Directory (‘Path Traversal’)

2.1.2. Risk

- Remote code execution

2.1.3. Severity (base score CVSS 3.1)

2.1.4. Impacted Products

+ Progress WhatsUp Gold versions 2023.1.x prior to 2023.1.3

2.1.5. Recommandations

- Update Progress WhatsUp Gold to version 2023.1.3 or later.
- Additional information is available in Progress’ advisory.

2.1.6. Proof of concept

A proof of concept is available in open sources.
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2.2.CVE-2024-28986

2.2. CVE-2024-28986

On 15 August 2024, the CISA added CVE-2024-28986 to its Known Exploited Vulnerabilities Catalog. This vulnerability affects
SolarWinds’s Web Help Desk remote desktop tool, and was originally published on 9 August 2024.

Exploited
EPSS Remote dode execution POC

=Y o35 YN
[ ]

CRITICAL

A Java deserialisation flaw in SolarWinds Web Help Desk allows an unauthenticated attacker to execute arbitrary code by sending
specially crafted requests.

2.2.. Type of vulnerability

« CWE-502: Deserialization of Untrusted Data

2.2.2. Risk

- Remote code execution

2.2.3. Severity (base score CVSS 3.1)

2.2.4. Impacted Products

- SolarWinds Web Help Desk version 12.8.3 and prior.

2.2.5. Recommandations

- Update SolarWinds Web Help Desk to version 12.8.3 HF 1 or later.
- Additional information is available in SolarWinds’ advisory.

2.2.6. Proof of concept

To date, no proof of concept is available in open source.
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2.3.CVE-2024-36971

2.3. CVE-2024-36971

In Android’s August security advisory, Google reported that the Android kernel is impacted by CVE-2024-36971, which affects the
Linux kernel. It is declared exploited by the editor, who does not attribute it to a specific threat actor.

Exploited
EPSS Remote c%de execution POC

\—\ 01% NO /—/

A memory deallocation flaw in the __dst_negative_advice() function of the Linux kernel allows an attacker to execute arbitrary
code by sending specially crafted requests.

2.3.1. Type of vulnerability

- CWE-416: Use After Free

2.3.2. Risk

- Remote code execution

2.3.3. Severity (base score CVSS 3.1)

2.3.4. Impacted Products

« The Linux kernel versions after 4.6 and prior to0 6.9.4

2.3.5. Recommandations

« Update the Linux kernel to version 6.9.4 or later.

- Additional information is available in Linux’s advisory.

2.3.6. Proof of concept

To date, no proof of concept is available in open source.
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3. Virology : analysis of a NukeSpeed sample - KoreanSpritz (APT Lazarus)

3. Virology : analysis of a NukeSpeed sample -
KoreanSpritz (APT Lazarus)

3.1. A new version

Discovered in late June 2024, KoreanSpritz is believed to be a new version of a malware belonging to the NukeSpeed family (aka
NukeSpeed and Manuscript): a set of sophisticated backdoors and Trojans that are used by APT Lazarus (North Korea).

Developed in C/C++, the KoreanSpritz backdoor is a portable 32-bit executable for Microsoft Windows environments.

KoreanSpritz was allegedly used for cyber-espionage activities against government, financial and industrial entities located in
South Korea.

3.2. Features
Below are the main features of the KoreanSpritz malware.

DATA INTEGRITY MANIPULATION

KoreanSpritz can impact data integrity of the infected system. It can
also exploit Delphi LCG and Mersenne Twister features to generate
random data (polymorphic modification of manipulated data)

INFOSTEALER

It can steal information from the
infected system: it is capable of taking
screenshots.

INJECTOR

KoreanSpritz can inject code
into a process.

DISCOVERY

It can discover a lot of information such
as the operating system, the network
configuration, processes, system user, etc.

EVASION

KoreanSpritz comes with several
defense evasion techniques.

IMPACT

It can terminate processes, delete files, and stop
services. It can also arbitrarily write files to the
infected system.

Figure 1. KoreanSpritz features: a multifunction backdoor.

3.3. Victimology

Targeted countries Targeted sectors

@, s
N l

South Korea )
Financial Industrial Government
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3.3. Victimology

3.3.1. Dissection and analysis of the viral code

Screen Capture

KoreanSpritz can take screenshots by using the GetDesktopWindow function.

Functions:

Get Deskt opW ndow ( USER32. dl |)
Creat eConpati bl eBitmap (GDl 32.dl1)
Creat eConpati bl eDC (GDI 32.dl 1)
BitBlt (GDI32.dllI)

» (91 OLE32.DLL

R R e R PR e P AR R R R AR A ]

L g OLEAUT32.DLL ' POINTER to EXTERNAL FLNCTION by
¥ USER32.DLL R S R R R R R R R R SR SR
» £ CloseDesktop HAND _ stdcall GetDesktopWindow({void)
» £ EnumDisplayDevicesw HAND RAX: 8 _<RETURN=
> §. EnumbDisplaySettingsw Il 327 GetDesktopWindow <<not bound>>
ST e =TR_GetDesktopWindow 18011c588 AREF[1]: FUN_1800bb8f0:1800bbfes(R)
- Eiea eap = =t 18011c588 28 09 14 addr USER32.DLL: : GetDesktopWindow
> f  GetSystemMetrics 00 B0 00
» £ GetUserObjectinformationw 00 00

Figure 2. GHIDRA - Code Browsing: function GetDesktopWindow.

Injection

KoreanSpritz appears to be capable of injecting code into a process:

Source: C:\ W ndows\ Syst enB2\ cnd. exe
Processus creation: C \Wndows\ SystenB2\ rundl | 32. exe rundl | 32. exe
"C:\ Users\user\ Deskt op\ pconsnap. dl | .dl ", #1

Below are functions used to manipulate memory during the injection:

Virtual Al l oc (KERNEL32.dl 1)
Virtual Protect (KERNEL32.dl1)
OpenProcess (KERNEL32.dl )

Defense evasion: anti-virtualisation

To protect itself against virtualisation, KoreanSpritz searches for certain keywords on the system to check for the presence of a
virtual machine:

May try to detect the virtual machine to hinder analysis (VM artifact strings found in memory)

Source: pconsnap.dil.dil Binary or memory string: jHGfS

Source: loaddll6é4.exe, 00000000.00000002.2933846 Binary or memory string: Hyper-V RAW
771.000001D16CA38000.00000004.00000020.00020000.00

000000.5dmp, loaddllé4.exe, 00000000.00000003.2046
518335.000001D16CAA4000.00000004.00000020.00020000

.00000000.sdmp, loaddll64.exe, 00000000.00000002.2
933846771.000001D16CAA4000.00000004.00000020.00020

000.00000000.sdmp, rundli32.exe, 00000003.00000002
.1783305041.000001FC491D3000.00000004.00000020.000

20000.00000000.sdmp, rundli32.exe. 00000003.000000
03.1782764478.000001FC491D3000.00000004.00000020.0

0020000.00000000.sdmp
Source: pconsnap.dil.dil Binary or memory sftring: VMcl"!>
Source: rundll32.exe, 00000003.00000003.17826720 Binary or memaory string: Hyper-V RAW@

72.000001FC4921E000.00000004.00000020.00020000.000
00000.sdmp, rundli32.exe, 00000003.00000002.178345
9795.000001FC49224000.00000004.00000020.00020000.0
0000000.sdmp

Figure 3. Anti-virtualisation: keyword search.

covens CERT aDvens - CT! | [N eNR | 2024-09-04 8
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KoreanSpritz is able to mark downtime to counter the antiviral analysis:

May sleep (evasive loops) to hinder dynamic analysis

Source: C\Windows\System32\loaddli6d.exe TID: 7
432

Thread sleep time: -120000s == -30000s

Sample execution stops while process was sleeping (likely an evasion)

Contains medium sleeps (>= 30s)

Source: C\Windows\System32\loaddll6d.exe

Figure 4. Anti-virtualisation: keyword research.

Defense evasion: anti-debug

Thread delayed: delay time: 120000

3.3. Victimology

To counter analysis through a disassembler (Reverse engineering), KoreanSpritz manipulates privilege tokens linked to debugging

("debug”).

Source: C:\ W ndows\ Syst enB2\| oadd| | 64. exe
Processus: token adjusted Debug

Below is an example of token manipulation:

Status: on

Privil ege: Debug

State: success or wait
Quantity: 1

Addr esse source: 7FFDFB8DDID6
Synbol e: Adj ust TokenPri vi |l eges

Process Token Activities

Token Adjusted

Status Privilege
a
on Take Ownership
on Take Ownership
on Teb
.
Discovery

KoreanSpritz performs discovery by querying registry.

+ The systemuser:

Figure 5. Anti-debug.

Completion
suceess or wait
suceess or wait

not all assigned

Count Source Address

13
13
203

FFDFB8DDID6

7FFDFBS8DDDAE
TFFDFBSDE34D
7FFDFBS8DDDAE

Symbol

AdjustTokenPrivileges
AdjustTokenPrivileges
AdjustTokenPrivileges

Regi stry key query: HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows NT\ Cur r ent Ver si on Regi st er edOaner

The date the operating system was installed:

Regi stry key query: HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows NT\ Current Versi on |Install Date

+ Microsoft Windows product key:

Regi stry key query: HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t\ W ndows NT\ Curr ent Ver si on Product | d

- Globally unique system cryptography identifier:

Regi stry key query: HKEY_LOCAL_MACH NE\ SOFTWARE\ M cr osof t\ Crypt ogr aphy Machi neGui d

G—Dvens CERT aDvens - CTI | (RO | 2024-09-04
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3.3. Victimology

- Computer name:

Regi stry key query: HKEY_LOCAL_MACHI NE\ SYSTEM Cont r ol Set 001\ Cont r ol \ Conput er Narme\ Act i veConput er Nane

Functions are also used by KoreanSpritz to perform reconnaisance of the network.

- The NetServerEnum function lists all servers of the specified type that are visible in a domain:

Net Ser ver Enum ( NETAPI 32.dl |)

Communication

On 28 June 2024, KoreanSpritz appears to have communicated with the URL
hxxps://www[.]airgreensystem[.Jcom/DB_command/gallery/bbs_list.php.

Below is an example of communication between KoreanSpritz and Airgreensystem :

Timestamp Bytes transferred Direction Data

2024-06-28 08:06:32 UTC 302 ouT POST /DB_command/gallery/bbs list.php HTTP/1.1
Connection: Keep-Alive
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.
114 Safari/537.36
Content-Length: 70
Host: www.airgreensystem.com

2024-06-28 08:06:32 UTC 70 out Data Raw: 43 55 37 78 36 3d 45 42 78 77 de 6e 52 6c 4a 58 4d 45 61 45 68 64 5a 46 64 6e 55 69 4a 69 5a 54 52 3
4 53 31 42 52 51 31 55 33 65 44 59 78 61 54 51 30 57 6e 46 71 56 57 4e 53 5a 32 45 33 55 6b 78 4f 65 6a 6¢c 6¢
Data Ascii: CU7x6=EBxwNnR1IXMEaEhdZFdnUiliZTR4S1BRQ1U3eDYxaTQeWnFgVWNSZ2E3Ukx0ej1l

2024-06-28 08:06:33 UTC 420 IN HTTP/1.1 200 0K
Date: Fri, 28 Jun 2024 ©8:06:32 GMT
Server: Apache
Expires: Thu, 19 Nov 1981 ©8:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Set-Cookie: PHPSESSID=1svo7qdmndo8inmvgokvkalfc5; expires=Sat, 29-Jun-2024 08:06:32 GMT; path=/
Upgrade: h2,h2c
Connection: Upgrade, close
Content-Length: 285
Vary: Accept-Encoding
Content-Type: text/html

2024-06-28 08:06:33 UTC 285 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 3c 2f 68 65 61 64 3
e 3c 62 6f 64 79 20 6d 61 72 67 69 6e 77 69 64 74 68 3d 22 30 22 20 6d 61 72 67 69 6e 68 65 69 67 68 74 3d 22
30 22 20 73 74 79 6¢c 65 3d 22 62 61 63 6b 67 72 6T 75 6e 64 2d 63 6f 6c 6T 72 3a 74 72 61 6e 73 70 61 72 65 Ge
74 22 3e 3c 73 63 72 69 70 74 3e 46 44 63 37 56 7a 30 5a 51 67 3d 3d 5a 30 4a 59 4e 46 68 71 4d 51 3d 3d 23 36
35 39 39 31 30 39 30 36 36 39 37 35 37 37 30 35 34 30 30 38 38 35 34 33 32 35 35 36 34 35 30 32 30 30 39 36 36
23 32 33 38 33 33 30 37 34 39 33 32 30 38 36 31 30 31 32 30 37 37 39 38 31 31 30 39 39 38 31 36 36 33 34 34 33
36 31 39 23 32 32 32 34 31 36 34 33 39 30 37 31 33 34 31 35 31 33 30 36 38 30 38 30 37 33 39 34 37 36 37 39 32
Data Ascii: <!DOCTYPE html><html><head></head><body marginwidth="0" marginheight="0" style="background-color:t
ransparent"><script>FDc7Vz0ZQg==20JYNFhqMQ==#65991090669757705400885432556450200966#23833074932086101207798110
9981663443619#222416439071341513068080739476792

Figure 6. Communication between KoreanSpritz and Airgreensystem.

Airgreensystem appears to be a legitimate south-korean organisation.

oflof a2lA| 28 ool MEEW  AEZE  MSME SR A
AIRGREENSYSTEM

.

oflof 2 2IAl A ofojzd HIH AR
A313 2B TS S ofofT2IAAH AR

Figure 7. Airgreensystem: a South Korean organisation.
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19-3 Jindeung-ro 19beon-gil

5, - ey =
! P e -
° (0) (&) (@) () wm
L bR N R W g
ltinéraires  Enregistrer A proximité Envoyervers Partager = Weihai-—
un téléphone BLAT

@ 19-3 Jindeung-ro 19beon-gil, Euijeongbu,
Gyeonggi-do, Corée du Sud
Q25J+RJ Uijeongbu, Gyeonggi, Corée du Sud | i
o+ . '
q Ajouter un lieu manquant

m Ajouter votre établissement her Jaune

Two URL adresses are discovered in the virus code:

3.3. Victimology

Corée
du Sud

hxxp: //ww(f . ] komi co. or[.] kr/eng/ sub3/i ndex8. asp

hxxp: // market[.]gum .go[.]kr/ m subl/sub5. asp

URL addresses are hardcoded in KoreanSpritz:

180111d80

18011 fdbo

18011fdda
18011 fddb
18011 fddc
18011 fddd
18011 fdde
18011 fddf

18011fded

18011fel2
18011fel3
18011feld
18011fel5
18011fels
18011fel7

18011fel8

18011fe3a
18011fe3b
18011fe3c
18011fe3d
18011fe3e
18011fe3f

18011fed0

18011fe7e
18011fe7f

18011fe80

u_http://wew komico,or.kr_18011fd80 KREF[1] :
68 00 74 unicode u"http: /s www. komico.or. kr"
0o 74 0O
70 00 3a ..
u_J/eng/sub3/1ndex8. asp_18011fdb0 XREF[1] :
2f 00 65 unicode u"/eng/sub3/index8.asp”
00 Ge 0O
67 00 2f ..
el¢] P? aoh
ele] g och
el¢] g aoh
ele] g och
el¢] g aoh
ele] r? och
u http://market.qumi.go. kr 18011fde0 KREF[1] :
68 00 74 unicode u"http://market.gumi. go.kr"
0Q 74 0O
70.88 37 ..
ele] r? och
ele] r? ooh
ele] I och
ele] r? ooh
ele] I och
ele] (o ooh
u_/m/subl/sub5S.asp_l8011feld KREF[1] :
2f o0 &d unicode u"/m/subl/subS.asp”
0o 2f oo
7300 7y ..
el¢] g ooh
ele] I och
el¢] g ooh
ele] I aeh
el¢] g ooh
0o I oeh
u_https://www.airgreensystem.com_18011fedd XREF[1] :
68 00 74 unicode u"https://www alrgreensystem.com”
0o 74 0o
70.80 73 ...
ele] I aeh
ele] e ooh
u_/CB_command/gallery/bbs_list.php_18011fe&0 XREF[1] :
2f 00 44 unicode u" /DB _command/gallery/bbs_1ist.php"
00 42 00
SF 00 83 .

FUN_1800a63d0: 18002541 (*)

FUN_1800a53d0: 1800a644b (*)

FUN_1800263d0: 180025477 (*)

FUN_1B800a53d0: 1800a64a3(*)

FUN_1800a63d0: 1800a54cT (*)

FUN_1800a83d0: 1800a64Th (*)

Figure 8. URL addresses hardcoded within the viral code.
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3.4. PCONSNAP.DLL: an interesting detail

3.4. PCONSNAP.DLL: an interesting detail

Open source research on the keyword PCONSNAP.DLL reveals that it was likely used by APT Lazarus from 2022 to 2023.

This article from Malpedia indicates that PCONSNAP.DLL has been used in the malware PostNapTea (aka SIGNBT)

PostNapTea aka SIGNBT is an HTTP(S) RAT that is written as a complex object-oriented project.

In 2022-2023, it was deployed against targets like a newspaper organization, agriculture-related entity or a software vendor. The initial access was usually
achieved by exploiting vulnerabilities in widely-used software in South Korea.

It collects various information about the victim’s computer, such as computer name, product name, 0S details, system uptime, CPU information, system
locale, time zone, network status, and malware configuration.

It stores its configuration in JSON format. It resolves the Windows APIs it requires during runtime, via the Fowler—Noll-Vo (FNV) hash function.

Its internal name in the version-information resource is usually ppcsnap.dll or

, which loosely inspired its code name.

Figure 9. Source: Malpedia.

The analysed sample from Virus Total is not signed and has the following internal information: Proper Console Snap from
Microsoft. This detail is common with PostNapTea.

Signature info &

Signature Verification

& Fileis not signed

File Version Information

Copyright
Product

@ Microsoft Corporation. All rights reserved.
Microsoft@Windows@Operating System

File Version 10.0.22000.1
Figure 10. Source: Virus Total.
0 ‘ This detail reinforces the attribution of NukeSpeed - KoreanSpritz to the Lazarus APT.

covens
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3.5. NukeSpeed

3.5. NukeSpeed

Below are some samples of NukeSpeed's family.

- Sample: Album.app.zip (19.53 MB) MAC

- Detection name: trojan.nukesped/lazarus

- Creation date: Unknown

- First known analysis: October 22, 2019

+ SHA256 : d91¢c233b2f1177357387¢c29d92bd3f29fab7pb90760e59a893a0f447ef2cb4715

- Sample: D2DE01858417FA3B580B3A95857847D5 (164.00 KB) Windows

- Detection name: trojan.nukesped/zusy

- Creation date: May 10, 2017

- Firstknown analysis: May 13, 2020

« SHA256 : aab2868a6ebcbbdee5bd12104191db9fc1950b30bcf6eab99801624651e77b6

- Sample: production.dll (268.50 KB) Windows

- Detection name: trojan.nukesped/tigerrat

- Creation date: October 13, 1996

- Firstknown analysis: April 2, 2021

« SHA256 : 0996a8ebecla41645309e2ca395d3abb766a7c52784c974c776f258c1b25a76¢

« Sample: 861a0b52b3676fb46f4d97699cd3dc02f2f8b5964633491f61a8b22ce9221b1d.iso (3.11 MB) Windows
+ Detection name: Trojan/Win64.NukeSped

- Creation date: Unknown

- Firstknown analysis: May 12, 2023

+ SHA256 : 861a0b52b3676fb46f4d97699cd3dc02f2f8b5964633491f61a8b22ce9221b1d

« Sample: pconsnap.dll or AutoMapper.Net5.dll (71.04 MB) Windows

- Detection name: trojan.nukesped/mint

- Creation date: March 28, 2024

- Firstknown analysis: June 25, 2024

+ SHA256 : 4f9ef9f4b90d8e0928a36369e90d912b1f4a3b5afc173cddechb1790aa06cdc74

covens CERT aDvens - CT! | [N eNR | 2024-09-04 13
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3.6. Cluster NukeSpeed

3.6. Cluster NukeSpeed

The NukeSpeed family is also known to be the basis of ThreatNeedle which is another family of malware used by Lazarus APT.
ThreatNeedle emerged during the year 2019 and brings together backdoors (ThreatNeedle-backdoor) with deployment software

(ThreatNeedle-loader).

NukeSpeed (aka: Manuscript). A
set of Backdoors. In June 2024, a
sample (KoreanSpritz) is discovered,
this one has the internal name:
pconsnap.dll

NUKE
SPEeEED

CLUSTER

Threat Needle used the Since 2019, Threat Needle is a set of
same protocol as Apple Jeus backdoors that are said to be
in 2018. improved versions of NukeSpeed.

g THIREAT
NEeEEeJLE

APPLE
JEUS

CLUSTER

CLUSTER

From 2022 to 2023, APT Lazarus deploys
PostNapTea (aka: SIGNBT) against media
and agriculture-related entities.
PostNapTea has the internal name:
pconsnap.dll

CLUSTER
INCONNU

In 2020, during the DreamJob campaign,
Threat Needle used the same C2
infrastructure as Death Note.

JEATH
NOTE

CLUSTER

Study of some Threat Needle infection cases reveals the
presence of LPEClient malware. LPEClient was seen during

campaigns including Book Code malware in 2020.

BO0OK
o | —

CLUSTER

Figure 11. Main clusters surrounding NukeSpeed.
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3.7. APT Lazarus - Diamond model

3.7. APT Lazarus - Diamond model

APT Lazarus (aka Dark Seoul, Guardians of Peace, WHOIS Team, Diamond Sleet, Jade Sleet...) is an North Korean advanced and
persistent threat.

APT LAZARUS
N

=

ATTACKERS

ABILITIES INFRASTRUCTURE

CYBER-ESPIONNAGE
CYBER-EXTORTION
CYBER-SABOTAGE

CnC Servers, |P Addresses, Domains,
Compromised Websites, Compromised
Servers, Linkedln Accounts, Telegram
Accounts, FaceBook Accounts, GitHub
Accounts and Repositories,
Compromised Blogs.

TARGET

Targeted countries
South Korea, Philippines, Singapore, Bangladesh, Russia, Europe, USA, Brazil, Canada, Australia, India,
Guatemala, Hong Kong, Japan, Israel, Thailand, Taiwan, Poland, France, Germany, South Africa, Mexico...

Targeted sectors
Technology, health, defense, finance, research, media and audiovisual, pharmaceutical laboratory,
manufacturing, video games, telecommunications, IT, aerospace, transport, governments...

Figure 12. APT Lazarus diamond model.
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3.8. MITRE ATT&CK

3.8. MITRE ATT&CK

RESOURCE DEVELOPMENT

T1587.001 Develop Capabilities: Malware.

EXECUTION

T1129 Shared Modules. T1059 Command and Scripting Interpreter.
T11569.002 System Services: Service Execution.

PERSISTENCE

T1574.002 DLL Side-loading. T1543 Create or Modify System Process.
T1134 Access Token Manipulation.

PRIVILEGE ESCALATION

T1055 Process Injection. T1548 Abuse Elevation Control Mechanism. T1574.002 DLL Side-loading.
T1134 Access Token Manipulation. T1134.004 Access Token Manipulation: Parent PID Spoofing.

DEFENSE EVASION

1055 Process Injection. T1548 Abuse Elevation Control Mechanism. T1574.002 DLL Side-loading. T1218.011 RunDLL32. T1497
Virtualization / Sandbox Evasion. T1497.003 Virtualization/Sandbox Evasion: Time Based Evasion. T1134 Access Token Manipulation.
T1134.004 Access Token Manipulation: Parent PID Spoofing. T1027.005 Obfuscated Files or Information. T1127 Trusted Developer
Utilities Proxy Execution. . T1027 Obfuscated Files or Information: Software Packing. T1036.007 Masquerading: Double File Extension.

DISCOVERY

T1135 Network Share Discovery. T1082 System Information Discovery. T1518.001 Software Discovery: Security Software Discovery.
T1518.016 System Network Configuration Discovery. T15049 System Network Connections Discovery. T1033 System Owner/User
Discovery. T1007 System Service Discovery. T1124 System Time Discovery. T1016.001 System Network Configuration Discovery:
Internet Connection Discovery. T1083 File and Directory Discovery. T1497 Virtualization / Sandbox Evasion. T1497.003
Virtualization/Sandbox Evasion: Time Based Evasion. T1012 Query Registry.

COLLECTION

T1113 Screen Capture. T1005 Data from Local System (Parse credit card information + Get geographical location).

COMMAND AND CONTROL

T1071 Application Layer Protocol. T1573 Encrypted Channel. T1095 Non-Application Layer Protocol.

IMPACT

T1565 Data Manipulation. T1491 Defacement. T1489 Service Stop.

Figure 13. TTPS KOREANSPRITZ (APT LAZARUS)
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3.9.10Cs

3.9.10Cs

Detection name of the NukeSpeed sample - KoreanSpritz 2024: TR/NukeSped.dggcey (Avira), Win64/NukeSped.KP trojan (Hybrid
Analysis), Trojan:Win64/NukeSped.d298f49d (Alibaba), Trojan/Win.Lazardoor.R592967 (Ahnlab).

3.9.1. I0C NukeSpeed - KoreanSpritz 2024

TLP TYPE VALUE COMMENTARY

TLP:CLEAR SHA256 4f9ef9f4b90d8e0928a36369e90d912b1f4a3b5afc173cdde |NukeSpeed-KoreanSpritz
cb1790aa06cdc74 Backdoor

SHAT 2816b44de0065beel8acI63bcc3bfab195499eeb NukeSpeed-KoreanSpritz

Backdoor
TLP:CLEAR MD5 8fb5e72a31680189d9a529b49962a0b1 NukeSpeed-KoreanSpritz
Backdoor

TLP:CLEAR) URL hxxp://www/[.]Jkomico.or[.]kr/eng/sub3/index8.asp Compromised URL

TLP:CLEAR URL hxxp://market[.]gumi.go[.]kr/m/sub1/sub5.asp Compromised URL

TLP:CLEAR URL hxxps://www[.]airgreensystem[.]Jcom/DB_command/galle |Compromised URL (maybe
ry/bbs_list.php C2)

3.9.2. I0C NukeSpeed - older variants

TLP TYPE VALUE COMMENTARY

Artefact Album.app.zip NukeSpeed 2019

TLP:CLEAR SHA256 d91c233b2f1177357387¢29d92bd3f29fab7b90760e59a893 |NukeSpeed 2019
a0f447ef2cb4715

TLP:CLEAR SHA1 5955837b6f888a733e05cbb444279d24f5313ach NukeSpeed 2019

TLP:CLEAR MD5 a8096ddf8758a79fdf68753190c6216a NukeSpeed 2019

Artefact D2DE01858417FA3B580B3A95857847D5 NukeSpeed 2020

[TLP:CLEAR SHA256 aab2868a6ebcbbdee5bd12104191db9fc1950b30bcf96eab |NukeSpeed 2020
99801624651e77b6

TLP:CLEAR SHA1 2c879a1d4b6334c59ac5f11c2038d273d334befe NukeSpeed 2020

TLP:CLEAR MD5 d2de01858417fa3b580b3a95857847d5 NukeSpeed 2020

TLP:CLEAR IP 112(.)217.108.138 NukeSpeed 2020

TLP:CLEAR Artefact production.dll NukeSpeed 2021

TLP:CLEAR SHA256 0996a8ebeclas1645309e2ca395d3a6b766a7c52784c974 |NukeSpeed 2021
c776f258c1b25a76¢

[TLP:CLEAR SHAT1 98d6417addec8607f1b62cc52123be76424befcO NukeSpeed 2021

TLP:CLEAR MD5 f4d46629ca15313094992f3798718df7 NukeSpeed 2021

[TLP:CLEAR Artefact 861a0b52b3676fb46f4d97699cd3dc02f2f8b5964633491f6 |NukeSpeed 2023
1a8b22ce9221b1d.iso

TLP:CLEAR SHA256 861a0b52b3676fb46f4d97699cd3dc02f2f805964633491f6|NukeSpeed 2023
1a8b22ce9221b1d

TLP:CLEAR SHA1 d2f160bf01a1f7b863188c9b953c197f7b876c7a NukeSpeed 2023

[TLP:CLEAR MD5 4e10c8d3d71136e870cf58c0e31db2bc NukeSpeed 2023
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3.10. YARA
3.10. YARA
3.10.1. YARA 1
YARA - aDvens
rul e KOREANSPRI TZ_Speci fic_strings {
met a:
aut hor = "ADVENS CTI "
date = "3/07/2024"
source = " ADVENS"
status = " RELEASED'
sharing = "TLP: CLEAR'
mal war e = " NUKESPEED vari ant _KOREANSPRI TZ"
description = "Yara_rul e_that _det ect s_KOREANSPRI TZ_backdoor . "
info = "KOREANSPRI TZ_Backdoor "
Sanpl e_SHA256 = "4f 9ef 9f 4b90d8e0928a36369e€90d912b1f 4a3b5af c173cddecb1790aa06cdc74"
Sanpl e_SHA1 = "2816b44de0065beel8ac963bcc3bf 9b195499eeb"
Sanpl e MD5 = "8f b5e72a31680189d9a529b49962a0b1"
/] Veérification hexadéci mal e
strings:
$Hexal = { 56 18 48 8b c2 48 2b c1 }
$Hexa2 = { 48 89 85 58 01 00 00 48 }
$Hexa3 = { 48 89 5¢c 24 70 48 8d 54 }
$Hexad = { 49 ff cO 66 42 83 3c 40 }
$Hexa5 = { f6 ff 48 8d 85 28 07 00 }
$Hexab = { 48 63 c2 48 8d 4c 24 20 }
$Hexa7 = { 5¢c 0d 05 00 33 d2 38 45 }
$Hexa8 = { e8 7b 2d 00 00 cc cc cc }
//Vérification des fonctions
$Add1l = " Get Deskt opW ndow"
$Add2 = "Del et eFi | eW
$Add3 = "CreateFil eW
$Add4 = " Net Ser ver Enunt'
$Add5 = " Openl nput Deskt op”
$Add6 = " Ter mi nat eProcess"
condi tion:
filesize > 74490000 and fil esize < 74500000 and all of ($Hexa*) and 3 of ($Add*)
}
3.10.2. YARA 2
YARA - FlleScan.lO
Source: https://www.filescan.io/uploads/667e6d880bf5978c0b1318cl/reports/2c045983-2ef5-4dc3-9f87-a68de8b27d23/

overview

rul e aut ogen_peexe_Fi nger pri nt Lol bi nMasquer adeOver | ayPackedRenot e_4f 9ef 9f 4
{

et a:

author = "FileScan.| O Engi ne v1. 1. 0-6f9b172"

date = "2024-06- 28"

sanpl e = "4f 9ef 9f 4b90d8e0928a36369e90d912b1f 4a3b5af c173cddecb1790aa06cdc74"
score = 75

tags = "fingerprint,|ol bin, masquer ade, over| ay, packed, r enot e"
i sWeakRul e = true
strings:

/110C patterns

$req0 = "http:// market.gum .go. kr"
$reql = "http://ww. kom co. or. kr"

$req2 = "https://ww. ai rgreensyst em conf
//optional strings

() *+,

$opt1 = "ADVAPI 32.dl | "
$opt 2 = "Acqui r eSRW.ockExcl usi ve"
$opt 3 = "AreFil eApi SANSI "

$opt 4 = " Cl oseDeskt op"
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$opt5 = "CreateFil eA"
$opt 6 = " CreateFi | eMappi ngW
$opt 7 = "CreateFi |l eW
$opt 8 = "Creat eThread”
$opt 9 = "DecodePoi nter"
$opt 10 = "Del eteCritical Secti on”
$opt 11 = "Del et eFi | eW
$opt 12 = "Del et el pNet Entry"
$opt 13 = "Del et eProcThreadAttri but eLi st"
$opt 14 = "Del et eServi ce"
$opt 15 = "EncodePoi nt er "
$opt 16 = "EnterCritical Section”
$opt 17 = " EnunDependent Ser vi cesW
= "EnunDi spl ayDevi cesW
= "EnunBer vi cesSt at usExW
$opt 20 = "EnunByst enLocal esEx"
$opt 21 = "EnunByst enLocal esW
$opt 22 = "ExitProcess”
$opt 23 = "Fil eTi meToSyst eni ne"
Fi ndFi r st Fi | eExXW
$opt 25 = "Fi ndNext Fi | eW
$opt 26 = "Fl ushFi | eBuf f ers"
$opt 27 = "FreeEnvi ronment Stri ngsW
$opt 28 = "FreelLi brary"
$opt 29 = " Get CommandLi neA"
$opt 30 = " Get ComrandLi neW
Cet Conput er NaneA"
$opt 32 = " Get Conput er NameW
$opt 33 = " Get Consol eMbde”
$opt 34 = " Get Consol eQut put CP"
$opt 35 = " Get Cur rent Process”
= "Cet Current Processl| d"
= "Get Current Threadl d"
$opt 38 = " Get Dat eFor mat W
$opt 39 = " Get Deskt opW ndow"
$opt 40 = "Get Envi ronnment Stri ngsW
$opt4l = "GetFil eAttributesExW
Get Fi | el nf or mati onByHandl| e"
$opt 43 = "CGetFi |l eSi ze"
$opt 44 = "GetFil eSi zeEx"
$opt 45 = "GetFi |l eType"”
$opt 46 = "CetLastError”
= "Cet Local Ti me"
$opt 48 = " Get Local el nf oW
$opt 49 = " CGet Modul eFi | eNanmeW
$opt 50 = " Get Modul eHandl eExW
$opt 51 = " Get Modul eHandl eW
$opt 52 = " Get Pr ocAddr ess”
= "Cet ProcessHeap"
= "Cet Processl| d"
$opt 55 = " Get Servi ceDi spl ayNaneW
$opt 56 = " Get Ser vi ceKeyNaneW
$opt 57 = "Get Start upl nf oW
$opt 58 = " Get St dHandl e"
Get StringTypeW
CGet Syst eml nf 0"
$opt 61 = "Cet Systemetrics”
$opt 62 = " Get Syst enli meAsFi | eTi ne"
$opt 63 = "Get Ti ckCount "
$opt 64 = " Get Ti ckCount 64"
= "Cet Ti neFor mat W
$opt 66 = " Get Ti meZonel nf or mat i on"
$opt 67 = " Get User Def aul t LCI D"
$opt 68 = "Get User Obj ect | nf or mati onW
$opt 69 = " Get W ndowsDi r ect or yW
$opt 70 = "d obal Al | oc”
= "d obal Free"
= "d obal Lock"
$opt 73 = "d obal Unl ock"
$opt 74 = "HeapReAl | oc"”
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$opt 75 = "I PHLPAPI . DLL"

$opt 76 = "InitializeCritical Secti onAndSpi nCount "
$opt 77 = "InitializeCritical Secti onEx"

$opt 78 = "InitializeProcThreadAttri buteList"
$opt 79 = "InitializeSListHead"

$opt 80 = "Interl ockedFl ushSLi st "

$opt 81 = "I sBadReadPtr"

$opt 82 = "I sDebugger Present "

$opt 83 = "I sProcessor Feat ur ePresent”

$opt 84 = "KERNEL32.dl "
$opt 85 = "LCMVapStri ngW
$opt 86 = "LeaveCritical Section”
$opt 87 = "LoadLi braryA"
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$opt 88 = "
$opt89 = "
$opt 90 = "

@ &
o O
T T
P
© ©
o O
1

$opt 99 =
$opt 100 =
$opt 101 =
$opt 102 =
$opt 103 =
$opt 104 =
$opt 105 =
$opt 106 =
$opt 107 =
$opt 108 =
$opt 109 =
$opt 110 =

$opt 112 =
$opt 113 =
$opt 114 =
$opt 115 =
$opt 116 =
$opt 117 =
$opt 118 =
$opt 119 =
$opt 120 =
$opt 121 =
$opt 122 =
$opt 123 =
$opt 124 =
$opt 125 =
$opt 126 =
$opt 127 =
$opt 128 =
$opt 129 =
$opt 130 =
$opt 131 =
$opt 132 =
$opt 133 =
$opt 134 =

$opt 136 =
$opt 137 =
$opt 138 =
$opt 139 =
$opt 140 =
$opt 141 =
$opt 142 =
$opt 143 =

$opt 147 =
condi tion:
/lrequire
ui nt 16(0)

$opt 111 = "

$opt 135 = "

$opt 144 = "
$opt 145 = "
$opt 146 = "

LoadLi br ar yExW
LoadLi braryW
Local Al | oc"

"Local ReAl | oc"

= "LockServi ceDat abase"
= "LookupAccount Si dW

= "MapVi enX Fi | "

MoveFi | eExW
NETAPI 32.dI | "

"Net Connect i onEnunt
" Net Ser ver Enunt'
"OLEAUT32.dl | "

" OpenDeskt opW

" Openl nput Deskt op"

" OpenProcess"

" OpenW ndowSt at i onW

" Quer yPer f or manceCount er "

" Quer yPer f or manceFr equency”
"QueryServiceSt at us"

Rai seExcepti on"
ReadConsol eW

"Rel easeSRW.ockExcl usi ve"
"Rt | Capt ur eCont ext "

Rt | LookupFunct i onEntry"
"Rt | PcToFi | eHeader "

Rt | Virtual Unwi nd"
SeDebugPri vi | ege"

"Set EndOF Fi | "

" Set Envi r onnent Var i abl eW
"Set Fi | ePoi nter"

" Set Fi | ePoi nt er Ex"

"Set Last Error"

Set ProcessW ndowst at i on"

" Set St dHandl e"

" Set Thr eadDeskt op"

" Set Unhand| edExceptionFilter"
" Sl eepCondi ti onVari abl eSRW
St at us Local Renot e
Syst enili neToFi | eTi me"

"Ter m nat eProcess"

" Tl sGet Val ue"

" Tl sSet Val ue"

USER32. dI | "

Unhandl| edExcepti onFilter"
"UnmapVi enX Fi | e"

"Updat eProcThr eadAt tri but e"
"Virtual Al |l oc"

Vi rtual Free"

"Virtual Protect"
"Ws2_32.dl 1"

"\Wi t For Si ngl e(bj ect "
"WakeAl | Condi ti onVari abl e"
"WiteConsol eW

“connection reset"
gdiplus.dl "

nmscoree. dl | "

network reset"

read only file systent

shl wapi . dl "
“stream ti neout "

50% of optional strings

CERT aDvens / Cyber Threat Intelligence report : August 2024

Net wor k"

== Ox5A4D and filesize > 67045479 and fil esize < 81944473 and al

3.10. YARA

of ($req*) and 74 of ($opt*)
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4. Hacktivist groups: an overview

4. Hacktivist groups: an overview

The political events of 2023 and 2024 gave rise to a large number of hacktivist groups in early 2024. While this type of group has
existed for many years (Anonymous, Caliphate Cyber Army), the use of offensive cyber actions by civilians has become an integral
part of current geopolitical crises.

A survey of hacktivist groups in the second quarter of 2024 highlights the shifts that have taken place over time. We can see the
emergence of new major players and the disappearance or dormancy of others.

For example, Anonymous Sudan and Killnet, which were omnipresent at the start of the war in Ukraine, have given way to new
players such as the Holy League and NoName057.

In addition, the media resonance of the war waged by the Israeli state in the Gaza Strip following the attack on 7 October 2023
gave rise in early 2024 to the creation of numerous pro-Palestinian hacktivist groups from several countries, allying themselves in
the manner of an international cyber brigade or legion.

In line with these initial observations, hacktivist groups can now be divided into two main families based on the two main
geopolitical issues of the day: the Israeli-Palestinian conflict and the Russian-Ukrainian war.

4.1. Hacktor’s profiles

4.1.1. NoName057(16)

This hacktivist group emerged in March 2022 as part of the war in Ukraine. It is currently the largest collective and is responsible
for 36% of all DDOS attacks against Ukraine. A distant second is Anonymous Russia, responsible for 17% of these attacks.

The collective has succeeded in attracting a large contingent of volunteers thanks to a number of factors:

- extensive communication through its Telegram channels,

- the creation of a specific channel for English-speaking volunteers,

- simplified procedures to help volunteers get up and running quickly, with tutorials,
- the provision of the DDOSIA software kit and technical support.
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DDoSia Project
English support »

Hi all. We are with the news https.//t.me/nonz

Instructions for creating the teams discussed in the post

1. Create a chat for team communication

2. Discuss the competencies of the participants, get to know each
other

3. Select a team leader (commander)

4. Select a team name

5. Create a team in our bot

6. Wait for thematic tasks in the bot

Telegram

NoName057(16) Eng

Friends, we recently conducted a competency survey of our
volunteers in the DDoSia Project group § &

Figure 14. NoName057(16) recruitment tutorial - Telegram

Finally, the collective is known for paying its most active volunteers in cryptocurrency.

4.1.2. Rippersec

Hailing from Malaysia,

4.1. Hacktor’s profiles

is a perfect example of the globalisation of hacktivism specific to the Israeli-Palestinian conflict.

In the minds of these groups, the theme of the Ummah (community of believers) is a recurring one, naturally leading them to form

alliances.

The group’s main motivation is to support the Palestinian cause and to target organisations or governments perceived as

favourable to Israel.

currently stands out for being at the forefront of current attacks on French websites in reaction to

the arrest of Pavel Durov at Le Bourget. The group has carried out DDOS attacks against the Police nationale website.

DDoS Attack Order

We Stand ForJustice & Fight For Freedom

DDOS TIME @LE EEpm (56)
DATE "7 :28.August.2024

Target : http tionale.interieur.gouv.fr/
IP address :
Host name :152.19¢
ISP : Edgecast Inc.
Port: 80 | 443 |
HTTP Status: 404 |

! Our Message !
-> Release Pavel Durov #F

Figure 15. RipperSec claim - Telegram
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4.2. Alliances

Over the course of the Ukrainian conflict, alliances were formed, notably between pro-Russian hacktivist groups who formed the
Killnet alliance, a collective that marked the first years of the wars. A new collective was formed in May 2024. Its aim is to attack
European countries and NATO members. It has around twenty members.

High'Soc

& OGHOBNEHHBIA CMMCOK YUNeHoB Buicwero CeeTa:

‘% Updated list members of High Society:

UserSec
KotoBot
Indian Cy
Hor
CyberHood
Pervol
GB Anon

Team_R70

Anonymous Arabia
CyberTeam Indonesia
UnderWorld Hacker Group
MNASA1788

PPHM

Hunt3rk

Anony

llective

ou
Vampire Networks
Kr n Netw

Sp um Botnet

BlackDragonSec

£ OdmumanbHbiA pecype: (@highso

 Join High Society
B @userl_russ

Figure 16. High Society Members - Telegram

K

On 29 June 2024, a new coalition of pro-Palestine hacktivist groups was created, bringing together 35 collectives: October 7th

alliance.
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4.2. Alliances

All group union % '&
Figure 17. October 7th alliance members - Telegram
On 22 July 2024, these two coalitions with opposing profiles and similar goals decided to merge: the Holy League was created. The

organisation claims to have more than 80 groups, some of which are secretly part of the alliance. 69 have been made official and
are represented in the alliance’s Telegram channel.

a High Society & 7 October Union. We are with the leaderon 7
October Union We decided to combine our teams and form one |
new one, Meet the "Holy League”. We are now the largest alliance |
in the world. We have more than 70 active hacker groups that
support our targets. We will attack NATO, Europe and Ukraine and
israel.

Q ToBapwiw, Ha CER3KW userl. HegaeHo Mel c angepom 7 October
Union ANPUHANK pelieHne Oﬁbe,ﬂMHHTb HallK KoMaHabl B o4HY.
BcrpeuainTe "Holy League”. Ceiuac ¢ Hamu Gonee 70 aKTHBHBIX
XAKEPCKWX FPYNN Mo BCEMY MWPY, KOTOpPbIE NOAAEPHKNEAIOT HAC U
HaLwW uenu. Mel JoHecem Halle IHAMR A0 BPara M YHWUUTOXMM ero,

Figure 18. Announcement of the creation of the Holy League - Telegram

the Holy League has also claimed responsibility for attacks on France over the arrest of Pavel Durov, and the
0 hashtag #FreeDurov is currently being used by a large number of hacktivist groups of very different
persuasions.
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4.3. Techniques

4.3. Techniques

4.3.1. DDOS & Defacement

These harassment techniques are widely used, as they require less technical knowledge. DDOS consists of rendering a service
unusable by flooding it with requests aimed at bringing down its servers, while defacement aims to change the appearance of a
website in order to display its own message. The use of these techniques has above all a symbolic and media impact, which is the
goal of hacktivism: to show off and humiliate the adversary.

A

Forwarded from @) ByteBlitz

The offidal websites of several major lsraeli companies and brands
were hacked by Cyb3r Drag0Onz and ByteBlitz Team

OpuUNanbHBLIE CANTE HECKONLKUX KPYMHEIX M3PaULCKNX
KOMMaHWid M 6peHaos 6binm B3nomMansl Cyb3r Draghnz v kKoMaHgon
ByteBlitz.

Cyb3r Lad paal il weygaS Guily g LikedS (iaz Lajad g ke
1,55l ByteBlitz ¢ Draglnz

Aaluilyaoll dylosll Glolally calSyill fpo aell danwl gélgall 3lysl i
ByteBlitz g Cyb3r Draginz gs)8 (Jud ;o gpsll

Figure 19. Defacement of Israeli websites by ByteBlitz Team and Cyb3r DragOnz - Telegram
4.3.2. Information theft, doxing

Doxing is the most violent form of hacktivism, involving the publication of personal data about an individual. At the beginning of the
invasion of the Gaza Strip and the attempted bombing by Iran, a strong radicalisation was observed in several hacktivist groups
with a blurring of the boundaries between physical and cyber conflicts.

In this case, cyber action serves as a preparation ground for physical operations, doxing with a view to assassination, calls for
terrorist operations, theft of sensitive data for strikes, and so on. A new stage has been reached in this intensity, with hacktivist
operations becoming the cyber brick of an asymmetric physical war.

- aurcnare

795
In addition, any information about the Armed F

stop war@xmail.net stop war 20.

Figure 20. Call for intelligence on Ukrainian military personnel and infrastructure by NoName057(16) - Telegram

4.3.3. Propaganda or disinformation campaigns

The field of psychological warfare is part of the range of operations carried out by hacktivists, but is somewhat removed from their
core activities. Psychological actions in the cyber field are a separate subject with many ramifications. The groups mentioned
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previously may however publish material with this aim in order to promote themselves or justify their attacks.

The Ghost of Palestine group uses its broadcasting channels to wage a propaganda war on Israeli military actions, amplifying
stories of Palestinian resistance or highlighting the victims of bombardments in order to remotivate public opinion and justify its
actions.

SSS el AFMCNSN0T FATTAH

k

B o, Joas el cssall QLS Gl sl oin Jukis ot ia
B el A, U aSless eleall praw cail il Juiig Ly cpual lall
8 sl il 132 ange sloall B3k, oo 1y Sans Y oS sl
u,a,L il 15355 T 852318 L,iusl $1a2Y1 all alll go cosall
uglu- 1595 s 03 750 latl s

Figure 21. Anti-Israeli propaganda video published by Ghosts of Palestine

Transl ati on of the post: ‘Wien these missiles are |aunched on the tenporary entity, O God, hasten to destroy
the oppressors, our Lord, and accept that you are the one who hears supplication, and your Lord said, “Call
on ne and | will answer you” Do not be arrogant about the worship of supplication is very inmportant, the way
of the prophets to speak with God, so call on H mthrough them and avoid those who bl asphenre H s nanes,
they will reward what they have done.’

4.4, Tools

Hacktivists use botnets to carry out their attacks. Some specifically exploit Mirai. Other groups have enough members and allies to
build up their fleets by making machines available on a voluntary basis. These networks then use specific tools to coordinate their
attacks.

4.4.1. DDOSIA

The core of NoName057's operation is based on the distribution of the DDOSIA tool. NoName057 recruits volunteers via Telegram:
once they have registered for the DDOSIA project, new members receive a software kit and a tutorial on how to install DDOSIA via a
bot. A support channel in English is also available for technical assistance.

Developed in Python, DDoSia is capable of running on several platforms (Windows, Linux, macOS) and exploits the computing
power of participating computers to overwhelm targets with requests. Each machine is identified by a unique GUID (for Windows
environments extracted from the registry) and data is transmitted in encrypted form, making it difficult to trace participants. The
tool connects to command and control (C2) servers to coordinate the attacks. These servers are regularly changed to avoid being
blocked.

4.4.2. MEGAMEDUSA

The RipperSec group uses Megamedusa software for its DDOS attacks, a tool developed in-house and available on Github.
MegaMedusa is currently at version 3.2.
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%n16:56 0 ¥ @

Figure 22. DDOS of Dinard airport via MegaMedusa - Telegram

The software enables HTTP or HTTPS requests to be sent in bulk, and has features for bypassing CAPTCHAs or protection
systems such as Cloudflare.

[ T

apt.update R& épf upgrade -y

git clone http

cd MegaMedusa

python installer.py

node MegaMedusa.js

node MegaMedusa.js https:/example.com 300 20 10 proxy.mxt

Mote : For any questions or installation join @PyRoxyForum

GitHub - TrashDono/MegaMedusa: MegaMedusa is DDoS tool
using nodejs that can bypass many security including captch...
MegaMedusa is DDoS toel using nodejs that can bypass many
security including captcha. MegaMedusa made by TrashDono ...

TrashDono/
MegaMedusa

A1 ©a e Y7 -

Figure 23. RipperSec offers free access to MegaMedusa - Telegram

However, the tool seems to be limited, and it would appear that the consumer version is more limited than the tool used internally.

4.4.3. LOIC & HOIC

Low Orbit lon Cannon (LOIC) and its new High Orbit lon Cannon (HOIC) versions are the most widely used open source DDoS tools,
often used by hacktivists to overwhelm a server with HTTP, UDP or TCP requests. HOIC has a user interface that makes it
accessible to novices and can host custom scripts designed to amplify an attack. HOIC is used by groups such as Anonymous and
the pro-Ukrainian hacktivist collective HackYourMom.
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SAVE PALESTINE
Help us take down propaganda sites by contributing your computer resources

Intansity:

Greetings ANON Global Citizen who support Palestine,

MNow is your time!
WAKE UP!!

We WILL START TODAY with collective DDOS attack!
PREPARE YOUR LOW ORBIT ION CANON against ISRAHELL
TARGETS!!

Stay tune for next announcement!

We are Anonymous Global.

We are the voice of the voiceless.
We DO NOT FORGIVE.

We DO NOT FORGET.

Expect us!

#ANOMYMmMous

W2

Figure 24. Message from Anonymous Global claiming use of LOIC- Telegram

4.4.Tools

Other tools are also used, such as Memcrashed, a tool for sending UDP packets to MemCached servers using the Shodan API.
Finally, we should mention SlowLoris: a script that enables server DOS from a single machine via a low number of incomplete
requests that prevent connections from being closed. This was the first tool to use this type of attack, which is now widely used by

LOIC and HOIC.
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Figure 25. Tool recommendations from the pro-Palestinian group Team 1945 - Telegram

4.5. CONCLUSION

The activity of hacktivist groups is set to grow, generating new opportunities such as the development of DDOS as a service as
practised by Dark Storm Team or the group Doubleface, amember of the Holy League.

Dark Strom Team
contact @MRHELL112 to buy ddos services or databases,tools
trusted by reviews.

(O Leave a comment >

Dark Strom Team
DDOs for protected websites for 1 month
price : 550%

DDOS for unprotected websites for Tmonth
price :450%

DDOS for protected websites for 7days
price : 2508

DDOS for unprotected websites for 7days
price : 180%

DDOS for protected websites for 1day

price : 50%

contact to buy : @

1
(O Leave acomment >

Figure 26. Pricing DDOS as a service - Dark Storm Team - Telegram

Depending on how conflicts evolve, radicalisation may be feared among certain groups who no longer wish to limit themselves to
symbolic operations. These activities are moving away from the traditional hacktivist framework towards that of guerrilla warfare.

In this way, the emergence of these small-scale cyber operations by private groups can be compared to the advent of commercial
FPV drones in the Ukrainian conflict: a new asymmetric combat technique generated by a form of uberisation of warfare.
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5. Sources

CVE-2024-28986

 https://nvd.nist.gov/vuln/detail/CVE-2024-28986

» https://www.solarwinds.com/trust-center/security-advisories/cve-2024-28986
https://www.cisa.gov/news-events/alerts/2024/08/15/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.helpnetsecurity.com/2024/08/15/cve-2024-28986/

CVE-2024-4885

 https://nvd.nist.gov/vuln/detail/CVE-2024-4885
https://community.progress.com/s/article/WhatsUp-Gold-Security-Bulletin-June-2024

- https://summoning.team/blog/progress-whatsup-gold-rce-cve-2024-4885/
« https://x.com/Shadowserver/status/1821121075704647731

« https://thehackernews.com/2024/08/critical-security-flaw-in-whatsup-gold.html
+ https://www.bleepingcomputer.com/news/security/critical-progress-whatsup-rce-flaw-now-under-active-exploitation/

CVE-2024-36971

« https://nvd.nist.gov/vuln/detail/CVE-2024-36971

» https://source.android.com/docs/security/bulletin/2024-08-017hl=fr

« https://qit.kernel.org/pub/scm/linux/kernel/qit/stable/linux.qgit/commit/?
id=92f16552a2b2294d0b49925f3b875a634bd3b59e

« https://therecord.media/android-zero-day-google-fix-august-patch
« https://thehackernews.com/2024/08/google-patches-new-android-kernel.html

NUKESPEED - KOREANSPRITZ (APT LAZARUS)

« https://www.joesandbox.com/analysis/1464042/0/html

 https://bazaar.abuse.ch/sample/4f9ef9f4b930d8e0928a36369e90d912b1f4a3bSafc173cddecb1790aa06cdc/4/

« https://www.virustotal.com/qui/file/4f9ef9f4b930d8e0928a36369e30d912blf4a3bbafc173cddechb1790aa06cdc74/
community

- https://cyber-fortress.com/docs/result/index.php?id=667e6dc27d0a7ff58bc74e3fwin10vpnfull _triage

- https://www.abuseipdb.com/check/211.47.74.11

- https://tria.qe/240628-jvzv4syegb
» https://www.airgreensystem.com/index.html?menu=glist1&dbname=0gbbs01

« https://www.google.com/maps/place/19-3+Jindeung-ro+19beon-qgil,+Euijeongbu.+Gyeonggi-do.+Cor% C3%A9e+du+Sud/
@37.7596224,127.028956,17z/
data=13m1l4b114m6!3m511s0x357¢cc12831a53295:0xdda7e5d50b75d3ed!8m2!3d37.759622414d127.03153091165%2Fq2%2F11b

z7d0dw2?hi=fr-FR&entry=ttu
» Dhttps://box.zero.camp/analysis/51384/summary/
 https://x.com/asdasdi3asbz/status/1806561339604877609?t=RLAPN-uhVdUHo7DykjUrOg&s=19
 https://securelist.com/lazarus-threatneedle/100803/
- https://securelist.com/operation-applejeus/87553/
- https://threatpost.com/lazarus-targets-defense-threatneedle-malware/164321/

- https://malpedia.caad.fkie.fraunhofer.de/details/win.postnaptea

NUKESPEED (APT LAZARUS)

Variant 2019

- https://www.pcrisk.fr/guides-de-suppression/9478-nukesped-trojan-mac
« https://www.virustotal.com/qui/file/d91c233b2f1177357387¢c29d92bd3f29fab7b90760e59a893a0f447ef2cb4715/community

Variant 2020
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https://nvd.nist.gov/vuln/detail/CVE-2024-28986
https://www.solarwinds.com/trust-center/security-advisories/cve-2024-28986
https://www.cisa.gov/news-events/alerts/2024/08/15/cisa-adds-one-known-exploited-vulnerability-catalog
https://www.helpnetsecurity.com/2024/08/15/cve-2024-28986/
https://nvd.nist.gov/vuln/detail/CVE-2024-4885
https://community.progress.com/s/article/WhatsUp-Gold-Security-Bulletin-June-2024
https://summoning.team/blog/progress-whatsup-gold-rce-cve-2024-4885/
https://x.com/Shadowserver/status/1821121075704647731
https://thehackernews.com/2024/08/critical-security-flaw-in-whatsup-gold.html
https://www.bleepingcomputer.com/news/security/critical-progress-whatsup-rce-flaw-now-under-active-exploitation/
https://nvd.nist.gov/vuln/detail/CVE-2024-36971
https://source.android.com/docs/security/bulletin/2024-08-01?hl=fr
https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?id=92f1655aa2b2294d0b49925f3b875a634bd3b59e
https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/commit/?id=92f1655aa2b2294d0b49925f3b875a634bd3b59e
https://therecord.media/android-zero-day-google-fix-august-patch
https://thehackernews.com/2024/08/google-patches-new-android-kernel.html
https://www.joesandbox.com/analysis/1464042/0/html
https://bazaar.abuse.ch/sample/4f9ef9f4b90d8e0928a36369e90d912b1f4a3b5afc173cddecb1790aa06cdc74/
https://www.virustotal.com/gui/file/4f9ef9f4b90d8e0928a36369e90d912b1f4a3b5afc173cddecb1790aa06cdc74/community
https://www.virustotal.com/gui/file/4f9ef9f4b90d8e0928a36369e90d912b1f4a3b5afc173cddecb1790aa06cdc74/community
https://cyber-fortress.com/docs/result/index.php?id=667e6dc27d0a7ff58bc74e3fwin10vpnfull_triage
https://www.abuseipdb.com/check/211.47.74.11
https://tria.ge/240628-jvzv4syeqb
https://www.airgreensystem.com/index.html?menu=qlist1&dbname=oqbbs01
https://www.google.com/maps/place/19-3+Jindeung-ro+19beon-gil,+Euijeongbu,+Gyeonggi-do,+Cor%C3%A9e+du+Sud/@37.7596224,127.028956,17z/data=!3m1!4b1!4m6!3m5!1s0x357cc12831a53295:0xdda7e5d50b75d3ed!8m2!3d37.7596224!4d127.0315309!16s%2Fg%2F11bz7d0dw2?hl=fr-FR&entry=ttu
https://www.google.com/maps/place/19-3+Jindeung-ro+19beon-gil,+Euijeongbu,+Gyeonggi-do,+Cor%C3%A9e+du+Sud/@37.7596224,127.028956,17z/data=!3m1!4b1!4m6!3m5!1s0x357cc12831a53295:0xdda7e5d50b75d3ed!8m2!3d37.7596224!4d127.0315309!16s%2Fg%2F11bz7d0dw2?hl=fr-FR&entry=ttu
https://www.google.com/maps/place/19-3+Jindeung-ro+19beon-gil,+Euijeongbu,+Gyeonggi-do,+Cor%C3%A9e+du+Sud/@37.7596224,127.028956,17z/data=!3m1!4b1!4m6!3m5!1s0x357cc12831a53295:0xdda7e5d50b75d3ed!8m2!3d37.7596224!4d127.0315309!16s%2Fg%2F11bz7d0dw2?hl=fr-FR&entry=ttu
https://www.google.com/maps/place/19-3+Jindeung-ro+19beon-gil,+Euijeongbu,+Gyeonggi-do,+Cor%C3%A9e+du+Sud/@37.7596224,127.028956,17z/data=!3m1!4b1!4m6!3m5!1s0x357cc12831a53295:0xdda7e5d50b75d3ed!8m2!3d37.7596224!4d127.0315309!16s%2Fg%2F11bz7d0dw2?hl=fr-FR&entry=ttu
https://box.zero.camp/analysis/51384/summary/
https://x.com/asdasd13asbz/status/1806561339604877609?t=RLQPn-uhVdUHo7DykjUrOg&s=19
https://securelist.com/lazarus-threatneedle/100803/
https://securelist.com/operation-applejeus/87553/
https://threatpost.com/lazarus-targets-defense-threatneedle-malware/164321/
https://malpedia.caad.fkie.fraunhofer.de/details/win.postnaptea
https://www.pcrisk.fr/guides-de-suppression/9478-nukesped-trojan-mac
https://www.virustotal.com/gui/file/d91c233b2f1177357387c29d92bd3f29fab7b90760e59a893a0f447ef2cb4715/community
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- https://bazaar.abuse.ch/sample/aab2868a6ebcbbdee5bd12104191db9fc1950b30bcf96eab99801624651e77b6/
« https://www.virustotal.com/qui/file/aab2868a6ebcbbdee5bd12104191db9fc1950b30bcfI6eab99801624651e77b6

Variant 2021

- https://bazaar.abuse.ch/sample/0996a8ebeclas1645309e2ca395d3abb766a7c52784c974c776f258c1b25a76¢/
« https://www.virustotal.com/qui/file/0996a8e5eclas1645309e2ca395d3abb766a7c52784c974c776f258c1b25a76¢/

Variant 2023

- https://bazaar.abuse.ch/sample/861a0b52b3676fb46f4d97699cd3dc02f2f8b5964633491f61a8b22ce9221b1d/
- https://www.virustotal.com/qui/file/861a0b52b3676fb46f4d97699cd3dc02f2f8b5964633491f61a8b22ce93221b1d/

Variant 2024 (KoreanSPritz)

- https://bazaar.abuse.ch/sample/4f9ef9f4b90d8e0928a36369e90d912b1f4a3b5Safc173cddecb1790aa06cdc/4/
- https://www.virustotal.com/qui/file/4f9ef9f4b90d8e0928a36369e90d912b1f4a3b5afc173cddechb1790aa06cdc74/

HACKTIVISM
- Principal sources : Telegram Channels and Groups

Profiles

» https://socradar.io/dark-web-profile-noname05716/
 https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/rising-from-the-underground-hacktivism-in-2024

Tools

 https://www.radware.com/blog/uncategorized/2024/08/megamedusa-rippersec-public-web-ddos-attack-tool/?&
web_view=true
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https://bazaar.abuse.ch/sample/aab2868a6ebc6bdee5bd12104191db9fc1950b30bcf96eab99801624651e77b6/
https://www.virustotal.com/gui/file/aab2868a6ebc6bdee5bd12104191db9fc1950b30bcf96eab99801624651e77b6
https://bazaar.abuse.ch/sample/0996a8e5ec1a41645309e2ca395d3a6b766a7c52784c974c776f258c1b25a76c/
https://www.virustotal.com/gui/file/0996a8e5ec1a41645309e2ca395d3a6b766a7c52784c974c776f258c1b25a76c/
https://bazaar.abuse.ch/sample/861a0b52b3676fb46f4d97699cd3dc02f2f8b5964633491f61a8b22ce9221b1d/
https://www.virustotal.com/gui/file/861a0b52b3676fb46f4d97699cd3dc02f2f8b5964633491f61a8b22ce9221b1d/
https://bazaar.abuse.ch/sample/4f9ef9f4b90d8e0928a36369e90d912b1f4a3b5afc173cddecb1790aa06cdc74/
https://www.virustotal.com/gui/file/4f9ef9f4b90d8e0928a36369e90d912b1f4a3b5afc173cddecb1790aa06cdc74/
https://socradar.io/dark-web-profile-noname05716/
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/rising-from-the-underground-hacktivism-in-2024
https://www.radware.com/blog/uncategorized/2024/08/megamedusa-rippersec-public-web-ddos-attack-tool/?&web_view=true
https://www.radware.com/blog/uncategorized/2024/08/megamedusa-rippersec-public-web-ddos-attack-tool/?&web_view=true
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